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Executive Summary

[1]

[2]

[3]

[4]

[5]

[6]

[7]

Theinternet as we have known it has been an open interngt, fundamentally characterized
by an architecture tha facilitates innovaion, encourages freedom, and respects privacy.
That architecture is changing.

Thetraffic management practices scrutinized in this public hearing chdlengethese
fundamental characteristics. These practices are changing the open architecture of the
internet into oneof control and interference.

Traffic management is judifiable in the presence of nework congestion, once tha
congestion is established by trangparent metrics of widdy accepted tests.

Traffic Interference Binvasive practices tha interfere with end user traffic, such as
application-based throttling Bis not necessary for |SPs to manage nework congestion.
Traffic Interference should be pemissible only trangarently, as alast resort, where findy
tailored to target congestion, and where implemented in a manne that minimally impairs
theuser experience, andjugified by Queuing Delays predicated on acceptable
oversub<riptionratios

It is nather necessary for | SPs to manage network congestion nor appropriate, given the
many ways in which it isincongstent with the TelecommunicationsAct and thefact tha
feasible alterndives exist.

Preferable optionsto Traffic Interference should be exhauged before | SPs may judifiably
turn to Traffic Interference. These optionsindude

a. upgrading network capecity Bthisisthe primary respons tha should betaken by
ISPs; the emergence of Traffic Interference among Canadian I SPsis evidence of
failuretoinvest in facilities,

b. demand-based pricing incentives Dmarketplace structures tha return traffic cogs
to users, and

c. Interne Engineering Task Force-approved traffic management methods

Internet Engineering Task Force-approved traffic management methodstha should assist
|SPs in addressing congestion issues indudeDifferentiated Service Labds, Early
Congestion Notification, RandomEarly Drops Flow-based routing, and Orraffic
smoothingO(or Gpacket groomingQ. New traffic protocol initiatives such as GairnessO
routing and the PAP Project aso show promise as congestion management techniques.



[8] Common Traffic Interference practices indudeDeep Packet Ingection and RST
Injections These and other Traffic Interference practices should be pemissible:

a. only trangaently,
b. asalast resort,
c. wherefindy tallored to target congestion, and
d. wheeimplemented in amanne tha:
*  minimaly imparstheuser experience,

* andisjudified by Queuing Delays predicated on acceptable
oversub<riptionratios

[9] CDM submitstha trangparency of ISP practicesis aso fundamenta to thelegdity of
traffic management practices. |SPs mug betrangarent as to:

a. thetechnical groundssuppoting assertionsof congestion, induding timely and
public disclosure of oversubscriptionratiosand latency rates; and

b. communication of traffic management practicesin atimely and clear fashionto
both wholesale and retail cugomers, current and progpective.

[10] Traffic Interference violates the Telecommunications Act@ prohibition agang "unjust
discriminaion" because there are other, less invasive/discriminatory ways of dealingwith
congestion problems.

[11] Traffic Interference violates the Telecommunications Act@ prohibition agang controlling
content or influendng the meaning and purpose of telecommunicationsby ddayingit to
such an extent asto rende it unusable by users. Because content carried on throttled
application communicationsis quditatively distind from other content, application-based
throttling burdens such communicationsin violation of the Act.

[12] Traffic throttling isincongstent with many of the objectives of the Telecommunications
Act, induding the protection of privacy, facilitating innovaion, establishing areliable
system, and meeting user requirements.

[13] Other jurisdictionsare grappling with this problem now as well. Thereisagrowing
conenaustha traffic shaping is undesirable and should be only used as alast resort.

[14] Thisreview of initiatives and approaches in other jurisdictionsprovides guidance for how
to approach thisissuein Canada



Take a holistic approach B Traffic management is best viewed as part of along
rangeview of theinternet@ place in Canada

. Establish clear regulatory rules, not policy statements B Clear, enforceable rules
groundel in the TelecommunicationsAct, will provide Canadian | SPs,
conumers, application develope's and content creators and distributors with a
secure framework onwhich to create, innovae and invest.

Treat Traffic Interference asa lag resort © Create incentives for ISPsto invest in
capecity rather than Traffic Interference.

. Recognize that protocol-agnosic traffic management is posible DNot all traffic
management need amountto Traffic Interference. Canadian |SPs should be
encouraged to adoptl ETF-endorsed solutions

Do not pemit privacy-invadve traffic managenent techniques such asDPI B
There are better solutions

Recognize that throttling undemines competition and choice.

. Require public disclosure of SPcongestion andtraffic management practices b
compulsory disclosure of baselinedaa levels the playing field, enhances
consumer choice, permits | SPs to compete on service qudity and creates
incentivesto invest in capecity.

. Do notdemonize P2P technologyPlt is derimenta to Canadian distributors and
creatorsto cripple thisinnovdive form of distribution.



Introduction

[1]

[2]

[3]

In accordance with the procedure set outin the above-captioned Public Notice, we offer the
submissionsof the Campagn for Democratic Media (CDM). The CDM is a network of
public interest organizationsand people that suppat the development of atruly democratic
media system. The CDM is amembe of the SaveOurNet.ca Codition, a codition of
citizens busnesses, and public interest groupsfighting to keep theinternet alevel playing
field. CDM is making this submissionin suppot of the SaveOurNet.ca Codition, and on
behdf of citizensfrom across Canada

The CDM confirms tha it wishes to make an oral submission at the public hearingin this
proceeding.

This Comment comprises these written submissionsand the following attachments:
a thetestimony of Professor Andrew Odlyzko:*
b. thetestimony of Professor David Reed:? and

c. thetestimony of Bill St. Arnaud.®

Overview

[4]

[5]

[6]

Theinternet is of fundanental importance to the Canadian econony, to Canada@ cultural
and sodal life, and to CanadiansOdemocratic values.

It mightbe said that to date, the Canadian pottion of theinternet has goneurregulated.
Tha view would be mistaken ontwo levels.

First, agreat ded of postive law govansbehaviour ontheinternd, indudingthe
behaviour of thecommercial actors who build the networks of the Canadian internd.
Defamation law, copyright law and Canada® obscenity laws, to name afew examples all
condrain the actionsof Canadian Internet Service Providers (OSPsQ). These laws can
mandae | SPs to engagein particular behaviour Dneutral behaviour. For example, |SPsO
immunity from liability for unauthornzed communicationsto the public of copyright
protected works only hadsso longas the | SPG activities are neutral as to the content they

! Testimony of Professor Andrew Odlyzko, Attachment A [Odlyzko].
2 Testimony of Professor David Reed , Attachment B [Reed)].
3 Testimony of Bill St. Arnaud, Attachment C [St. Arnaud].
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cary.* Where an ISP has actud knowledgeof theinfringing nature of the content it
carries, or monitoring such content becomes economnically and technically practical, the
ISP may loe its character as a GonduitOand beer liability.”

[7] Second,such aview restricts the meaning of QeguationCto postive law; yet, other forces
act as regulators of human behaviour on the Canadian internet. Technology Bthe
architecture of theinterne itself Bisthesingle greatest regulator of human behaviouron
theinternd.

[8] To dae, thearchitecture of the Canadian internet has been open. Theindividud linked
networks tha comprise theinternet have followed a nunmber of important design prindples,
induding:

a.  Open architecture networking B The objective of the nework designistotal
conneetivity: all vendors, al platforms and all opeaating systems are treated as
equd.’

b. Layered communicationsb Communicationsover theinternet occur in mutudly
indgoendent layers. Applicationsand content Bthe user® contribution®occur at
alayer indgpendent of undelyinglayers, such asthephyscal (thehardware
comprising the network) and trangport (the Transport Control Protocol) layers.”

c. TheEndto-End Prindple DCommunicationsprotocol opeationsoccur at the
end-points of the network. Protocol opeations such as TCP, are only jugified in
thelower layers of anetwork if they optimize network performance.®

[9] David Isenbag calls networks based on such prindples GtupidOnetworks, in contrast to
the Ontelligent NetworkOof telephony:

The Intelligent Network is a straightline extenson of E four
assumptionsE -- scarcity, voice, circuit switching, andcontrol. Its
primary design impetus was not cugomer service. Rather, the

* Society of Composers, Authors and Music Publishers of Canada v. Canadian Assn. of Internet Providers, 2004
SCC 45, [2004] 2 S.C.R. 427 at para. 92 [ (80 long as an Internet intermediary does not itself engage in acts that
relate to the content of the communication, i.e., whose participation is content neutral, but confines itself to
providing CGa conduitOfor information communicated by others, then it will fall within s. 2.4(1)(b).O[Emphasis
added] [SOCAN v. CAIP].

® |bid. at para. 101.

® See, generally, Barry M. Leiner, Vinton G. Cerf, David D. Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C.
Lynch, Jon Postel, Larry G. Roberts, Stephen Wolff, O\ Brief History of the InternetQ Internet Society (4

, August, 2000) <http://www.isoc.org/internet/history/brief.shtml> [A Brief History of the Internet].

Ibid.

8J. Saltzer, D. Reed, and D.D. Clark, CEnd-to-End Arguments in System DesignQ Second International Conference
on Distributed Computing Systems (April 1981), pp. 509-512; ACM Transactions on Computer Systems, Vol. 2,
No. 4 (November 1984) pp. 277-288 <http://web.mit.edu/Saltzer/www/publications/endtoend/endtoend.pdf >.
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Intelligent Network was a telephonecompany attempt to engineer
vendor independence, more automatic operation, and some
GntelligentO new services into existing network architecture.
However, even as it rolls out and matures, the Intelligent Network
isbang supeseded by a Supid Network,

* with nothing but dunb trangort in the middle, and
intelligent user-controlled endponts,

* whose designis guided by plenty, not scarcity,

* where trangport is guided by the needs of the data, not
the design assunptionsof the network.®

[10] These architectural characteristics describea paticular kind of network tha facilitates
certain kindsof behaviour and values. The QegulatoryOQimpact of these architectural
characteristics may be summarized as.

a

d.

€.

facilitating unencumbered interaction and communicationsamongindividuds and
busnesses;

fundamental to the opeation of open and free markets, both for the provision of
communicationsservices and in thewider marketplace;

enomoudy stimulative of research, development and innovdionin
communicationsservices, applications and beyond;

responsve to theeconomc and sodal requirements of users; and

respectful of theprivacy of theindividuds.

[11] These behaviours and values resonde strongly with the objectives of the
TelecommunicationsAct: ™

(a) to faciitate the orderly developmert throughout Carada of a
telecanmunicaions system that serves to safeguard, errich ard
strengthenthe social and ecanomic fabric of Carada and itsregons;

(f) to foster increa®d reliance on market forces for the provision of
telecanmunicaions services and to ersure that regulation, where
required, is efficient and effectve;

° David Isenberg, Orhe Rise of the Stupid NetworkQ Journal of the Hyperlinked Organization <
http://www.hyperorg.com/misc/stupidnet.html> (originally published in Computer Telephony (August 1997), pp.

16-26).

105.C. 1993, c. 38, T-3.4 (as amended), s. 7 [ Telecommunications Act].
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(g) to stimulate resarchand development in Carada in the field of
telecanmunicaions and to encourage innovation in the provision of
telecanmunications services

(h) to regpond to the ecanomic and social requiremerts of users of
telecanmunicatons services [...and]

(j) to contribute to the protecion of the privacy of persons.

[12] Thetraffic management practices scrutinized in this Public Hearing chdlengetheinternet@
fundamental architectural characteristics. David |senbeg® Cstupid NetworkOis being
replaced by an Ontelligent NetworkOtha does not heed the design prindiples of the
internet:

a. Nolonge open BSome internet traffic management practices undemine
connectivity by burdening particular applications notall communicationsare
treated equally.

b. Peneration of communicationslayers b Some interne traffic management
practices employ Deep Packet Ingpection (DPI)Oto violate the application layer
in routing traffic.

c. TheEnd of End-to-End BSomeinternet traffic management practices pull routing
decisonsaway from the edges of the network and beyond control of the
communication® end-points.

[13] These traffic management practices describe a different kind of network than the open
interng that we have come to know and on which the Canadian marketplace relies. Traffic
management practices replace the open architecture of theinternet with oneof control and
interference. The QegulatoryOimpact of a Canadian internet characterized by an
architecture of control that, we submit, clashes with the values embodied in the open
internet:

a. arbitrary and opaguetraffic management practices undemine and impoveish the
sodal and economic fabric of Canadg

b. arbitrary and opaquetraffic management practices introdue uncertainty into the
marketplace, both in the provision of communicationsservices and in thewider
marketplace;

c. arbitrary and opaguetraffic management practices introduc risk and so
discourage research, development and innovaion in communicationsservices,
applications and beyond;

d. traffic management practices are responsve to theeconomic interests of network
providers, noto theeconomc and soda requirements of users; and

4



e. some management practices invadethe privacy of individuds by examining the
application layer of communicationsin which users have legitimate expectations
of privacy.

[14] Orraffic InterferenceOPwhich we define asinvasive traffic management practices such as
application-based throttling tha interfere with end user traffic Dby Canadian | SPs
unde'mines anunber of important policy objectives set outin the Telecommunications
Act. We will return to this theme in our submissionsin respect of Question 6 of the Public
Notice.

[15] These submissonsshould not betaken as denying tha Canadian internet trafficis
changing bit is always changing in response to theemergence of theinnovdionsand
marketplace developments tha the open interne facilitates. The questionis how Canadian
| SPs should respondto such changes, and when, if ever, should Traffic Interference be
accepted as an appropriate respon®.

[16] We submit tha traffic managementin gened isjustifiable in the presence of congestion
(trangparently measured) onthe network. However, certain forms of traffic management
are inconsstent with telecommunicationspolicy objectives and should not be permitted.
Traffic Interferenceis onesuch form. It isnethe necessary for | SPs to manage network
congestion nor appropriate, given the many ways in which it isincongstent with the
TelecommunicationsAct and thefact tha feasible alterndives exist.

[17] Assubmitted bdow inrespons to Question (2) f), preferable optionsto Traffic
Interference should be exhauged before ISPs may judifiably turn to Traffic Interference.
These optionsindude

a. upgrading network capecity Bthisisthe primary respons tha should betaken by
ISPs; the emergence of Traffic Interference among Canadian I SPs is evidence of
failuretoinvest in facilities,

b. demand-based pricing incentives Dmarketplace structures tha return traffic coss
to users, and

c. Interne Engineering Task Force-approved traffic management methodsbwe see
little evidence tha Canadian | SPs are exhauging neutral traffic management
methods

[18] Traffic Interference should be permissible:
a. only trangaently,
b. asalast resont,
c. wherefindy tallored to target congestion, and

5



[19]

[20]

[21]

d. whereimplemented in amanne tha:
*  minimaly imparstheuser experience,

* andisjudified by queuing ddays predicated on acceptable
oversub<riptionratios

CDM submitsthat Traffic Interference techniques that violate this framework violate the
TelecommunicationsAct® prohibition againg Qunjus discriminaionCGand, in some
versions control thecontent, or influence the meaning or purpo<e of telecommunications
in violation of section 36(2) of theAct.

CDM submits tha trangparency of ISP practices is aso fundamenta to thelegdity of
traffic management practices. |SPs mug betrangarent as to:

a. thetechnical groundssuppoting assertionsof congestion, induding timely and
public disclosure of oversubriptionratiosand latency rates; and

b. communication of traffic management practicesin atimely and clear fashionto
both wholesale and retail cusgomers, current and progpective.

We are confident tha this approach is congstent with thevision of thearchitects of the
open internet, and with the objects of the TelecommunicationsAct. It isalso congstent
with approaches to traffic management adopted in other jurisdictions

Question (1) Blnternet Growth

[22]

[23]

ThePublic Notice asks, in Q(1) a):

a) How haslnterne traffic grown in the pad three years and what are the
predictions for its growth in the future? What has been the impad on
Canadan |SPnetworks?

Andrew Odlyzko tetifies that worldwidewirelineinternet traffic growth over the past
three years appears to have been in the 50-60% per year range™ Professor Odlyzko bases
thiscondugon on his own studies at MINT and those of the Cisco Visud Networking
Index project and of TeleGeography.

1 Odlyzko, supra note 1, at para. 9.



[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

The Cisco study predicts 46% annud growth, internaiondly, through2012 Professor
Odlyzko suggests tha this projected growth rate is credible.*?

The statistics provided by the carriersin these proceedingstha were released to the public
showtha in Canada the growth rate has declined from 53% between 2005and 2006to
32% between 2007and 2008

These studies and disclosures, combined with reported growth rates from other naions
(such asKorea, Japan, and Audralia) indicate tha generally, wirelineinterng traffic
growth rates have been declining**

In Canada this declinein growth rates cannotbeattributed solely to Traffic Interference
practices. Telus who does notengagein Traffic Interference, aso exhibits dow growth in
averageusage This suggests strongly such users are notramping up thar utilizationsvery
rapidly.’®

Accordingly, CDM submits tha Canadian | SP claims that internet demand growth over the
last few years greatly surpassed indugry projectionsare not credible,

On thewireless side, Professor Odlyzko testifies that his review of estimates of globd
growth are reasonably consstent with the growth reported by Telusin ther respong to the
CRTC interrogéaory (130%per year for total traffic, sum of inboundand outbound
between May 2007to December 2008. Othe experts project globd growth at rates of
100%over the next decade™®

ThePublic Notice asks, in Q(1) b):

b) How hasaverageend-user bandwdth consumption changel in the pag
three years andwhat are the predictionsfor future changesin Canada?

TelusOdaa indicates that average end-user bandwidth growth for downloadsis growing at
afaster rate than for uploads

TheTelusdaa also suggests that the curve is flattening: the top 5% of bandwidth users
conauming less than they used to.

12| pid.
13| bid.

% | bid
5 | bid
18 | bid

., paras. 12-14.
., para. 13.
., paras. 19-20.



[33] ThePublic Notice asks, in Q(1) ¢):
¢) How should congestion be ddfined in an I SPs network?
[34] CRTC Public Notice 200819, footnote 6, defines hetwork congestionOas follows:

Network congestion is broadly defined to mean a Stuation
whereby the amount of traffic transting the nework may lead to a
deterioration of service for some end users.

[35] David Reed, in his Testimony, suggests that this definition requires refinement. Dr. Reed
states that theinternet designe's have aways focused on managing congestion tha may
arise in thevariousneworks tha connect to theinterng Bwha Dr. Reed calls
QAutononousSystemsO

Fromthe beginning, it hasbeen clear that the ultimate solution of
the congestion problem requires that the senders causing the
congestion mug Gdow downOther rate of sending and prioritize
thar traffic if need be The nework itsef cannot eliminate
congestion B solving the problem requires cooperation from the
sendas.t’

[36] Dr. Reed moves fromthisingghtto make four points:
a. congetionisintimately linked to Queueing Delay;
b. theuser experience of congestion is application degpendent;

c. sinceinterne traffic is urstyQ congestion is more propely measured by average
Queueng Delay divided by bitrate than by traffic loads between linksor
AutononpusSystems; and

d. Control of congestion within theinternet dependson preventing the buildup of
Queueng Delay, and thetemporary redudion of continuing inflow into queues
tha have aready formed.

[37] First, Dr. Reed contendsthat any opaationd definition of @ongestionOin theinternet must
begin with a definition of Queueing Delay(Q™ Dr. Reed defines GQueueing DelayOas:

equal to the total size of the packets waiting in the queue, divided
by the data rate of the link that must be used *°

" Reed, supra note 2 at para. 5.
'8 bid. at para. 6.



[38] Dr. Reed condudes tha GongestionOthen occurs when the amountof datatha mug travel
througha paticular link out of aparticular router exceedsthe daarate of tha link for a
longenoughperiod such tha a queue buildsup ®

[39] Dr. Reed notes tha Queueing Delay (builds up during bursts of traffic from oneor more
users, and then gradudly goes awayOwhen the usersGapplicationsGlow down or go
away.O

When multiple users are communicating over a shared router, not
only does the available capadty get shared among multiple users,
redudng individual shares, the real problem is that Queuang
Delay accurrulates, ultimately disrupting the network. %

[40] Bill St. Arnaud picks up onthis latter paint to establish the fundamenta importance of
sub<ription rationsto theemergence of congestion on a network:

While applications such as P2P file sharing applications might
increase the degree to which an individual user may utilize the
bandwdth for which she has paid (allowing our 50 cugomers to
use, perhaps, 250 kbps on average instead of the 150 kbps they
were using before), this does not mean that the primary cause of
thecongestionistheuser or theapplication. Theprimary causeis,
rather, the telco/cableco@ decison to sell 50 Mbps worth of
bandwdth on a port that can only handle 10 Mbps®

[41] Second,Dr. Reed observestha the congestionis perceived differently by users depending
ontheapplication:

Mog applicationstolerate end-to-end quauing dd ays that are less
than 200 milliseconds quite well, and many will tolerate even
longe ddays. Quality interactive applicationssuch as Voice over
IP and interacive videoganmes haw more demanding
requirements, and typically work well only when the end-to-end
quauing dday is kept below 100milliseconds®

[42] Third, Dr. Reed observes tha internet traffic is fundamentally burstyG?* This causes
Queuang Delay even when averagetraffic demand is bdow thefull capacity of any

19bid. at para. 8.

2 pid. at para. 9.

2 |pid. at para 11.

2 gt Arnaud, supra note 3, at para. 15.
% Reed, supra note 2 at para. 14.

2 |bid. at paras. 15-16.



bottleneck link. Dr. Reed condudes tha thevariance of the traffic throughthelinkis as
important a cause of Queueing Delay asisthetotal averagetraffic.”®

[43] Fourth, Dr. Reed observesthat control of congestion within theinternet dependson, first,
preventing the build-up of Queueing Delay, and second, thetemporary redudion of
continuing inflow into quaues tha have already formed.® Inflow redudionis
accomplished by feedback from congested links causng some or al of thehods sending
daato slow down or to stop sending traffic throuch that link.?’

[44] Dr. Reed condudes:

So to summarize the points made in ansver to this question,
congestion in an ISP is best dedined (1) in terms of awerage
Queueng Delay (in seconds) caused by the propeties of all
competing traffic sharing conmon links, and (2) by how quickly a
congested link can signal enoughof the hogs whose traffic causes
the congestion to reduce thar sending rate for a peiod of time
needed to drain the queue of its current data and all of the data
already"in flight' fromthe source hog.?®

[45] With respect to Gill competing traffic shaing common linksQ we note Bill St. Arnaud®
observation that the Qorimary cause of congestionGis but the practice of [carriers] selling
more bandwidth than they are willing to provision for.3°

[46] We condudefromthis andysis that @congestionOmug be defined as unacceptable
Queuing Delays predicated on acceptable oversub<cription ratios

[47] ThePublic Notice asks, in Q(1) d):

d) Are there applications or services that are more likely to cause
congestion, andif so, what are they?

[48] Andrew Odlyzko rightly points outthat thefirst question to address is which applications
are vulnerable to congestion. Professor Odlyzko states that these are Gorimarily voice
telephonyand video telephony(including videoconferenang), where real-time human
interaction isinvolved.3°

% |pid. at para 18.

% pid. at para. 19.

' |pid. at para. 20.

% pid. at para 22.

% gt. Arnaud, supra note 3, at para. 49.
% Odlyzko, supra note 1, at para. 24.
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[49] Video Boften offered asthejudificationfor Traffic Interference practices Bis surprisingly
resilient:

Almog all video, ontheother hand can be handked successfully on
the public Internet, andis surprisingly resistantto congestion. This
can be done by udng progressve downloads as is used by
YouTube and many other video ddivery services, and awiding
real-time streaming

[50] Video streaming, thus isnotareal-time application. Thevast mgority of video
applicationson theinterng are, in fact, progressive downloadswhich handle congestion
well.

[51] Interms of theapplicationstha consume bandwidth, Professor Odlyzko testifies that:

video domnates in terms of volume of traffic, and this video is
ddivered over eithe peer-to-peer (P2P) software, or by content
ddivery networks (CDNs) like Akamai, or directly from various
servers.*

[52] Professor Odlyzko observestha BitTorrent files occupy both upload linksand download
links and can utilize bandwidth efficiently. However, note tha file size does not change
with the application used: avideo clip is thesame size whether communicated by
progressive download or by BitTorrent. As Professor Odlyzko notes:

in prindple any transmission can cause congestion. A web page
with rich graphics can be jug as serious a contributor to
congestion as a movie (although usually for a much shorter
period).®

[53] Professor Odlyzko(@ take is the same as that reported by third parties. Reproduced bdow
isachart from Cisco projecting future consumption of globd bandwidth.** While Cisco
predicts growth in P2Ptraffic, tha growth is modest compared to the growth Cisco
projects for onlinevideo:

*! I bid.

#pid. at para 25.

* | bid.

% Cisco Visual Networking Index P Forecast, 2007-2012 (16 June, 2008)
<http://ww .cisco.com/en/US/solutions/coll ateral/ns341/ns525/ns537/ns705/ns827/white_paper_c11-
481360.pdf>
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Impact of Video on Internet Traffic
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Source: Cisco Visual Networking Index — Forecast, 2007-2012

e) Appl ication Bandwidth Requir ements
[54] ThePublic Notice asks, in Q(1) e):

e) What are the relative bandwdth requirements for different types of
Internet applications?

[55] Andrew Odlyzko observes tha bandwidth requirements for video are often overstated:

resolutions of movies and video clips are not likely to grow very
rapidly, dueto limitations on display technologies. On the other
hand, trangmisson speeds should grow. 100 Mbps is already
routindy available in Japan and Souh Korea, and Souh Korea
hasrecently announed a national goal to make 1 Gbpsavailable
almog universally in a few years. In an environment where such
high speeds are available, access links will likely be very lighty
utilized, and congestion will arise from coinddence of rare events.
P2P will be one contributor to congestion, but just one and may
very well notbethemain one®

* |bid. at para 27.
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[56] Bandwidth demandsof those few applicationstha demand low latency vary with the
application. High-end video-conferendngis potentially high-bandwidth, requiringupto
10Mbps However, agooduser experience can behad for aslow as 1Mbps and basic
video telephonycan be donesuccessfully at afew hundedsof kilobits per second.
However, agooduser experience requires onthe order of 1 Mbps and high-end video
conferending systems can take over 10 Mbps.®

[57] VOIP bandwidth requirements are surprisingly modest. As Professor Odlyzko states:

Voice telephonycan be carried in conmpressed form, with some loss
of fiddity, asis donecurrently in the commercial wireless sectors,
at rates on the order of 10 Kbps However, to assure high quality
with minimal latency, many Vol P services encodeit asthebasc 64
Kbps rate of PSTN or even somewhat highe. However, even
addiion of stereo and quality highe than the "toll quality" of
PSTN is unlikely to require more than 20 Kbps®’

[58] Onlinegaming comprises surprisingly low overal traffic. Mog processing is donelocally
and datarequired for generating video images is often locally stored. However, the
trangmissionstha occur come in bursts and require lower latency than for either voice or
video.®

Question (2) BTechnical and Economic Solutions for Traffic
M anagement

a) Traffic Management Technol ogies
[59] ThePublic Notice asks, in Q(2) a):

a) What technologies could be employed by ISPs (for exanple, deep
padket ingpection) to managel nternet traffic?

[60] Dr. David Reed divides theworld of traffic management technologies into two categories:

a Orraffic management technologiesQ which are consstent with |ETF standardsfor
routing internet traffic, and

b. Orraffic Interference technologiesQ Traffic Interference technologies:

* sdectively or arbitrarily restrict traffic assodated with certain sources,
destinaions content types, applicationsor protocols,

% |bid. at para. 29.
3 1bid. at para. 28.
* |bid. at para. 30.
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* are based oninformation not provided by the cusomer hog or
applicationfor use in shgping (in other words they looking inddethe
content, rather than at theenvdope, and

+ donotfollowing thestandad mechanisms for signalling congestion.®

[61] Dr. Reed identifies a nunmber of IETF-approved techniques for managing traffic. These

indude

a

Diffserv (Mifferentiated Service LabdsQ - Thisis alabdling or marking of
packets that allows the endponts to specify which packets can tolerate ddays or
reduced priority for capecity. Thistechniqueallows usersto finetunether needs
Pessentially akin to labdling packets as GxpressQ Gecond classQ QyroundQetc.
Dand communicate those nesdsto 1SPs so tha they can be GairOin away tha is
informed by the application needs*

ECN (CEarly Congestion NotificationQ DECN is a standad methodfor marking
envdopes tha pass throughcongested regionsof the nework tha permits
endpoits to determinewhether or notto slow down withoutdiscarding traffic.**

RED ((RandomEarly Drop<) BRED is a standad methodfor networksto signd
congestion by randomy discarding packets before a quaue buildsup, signdling
endponts to slow down.*”?

(Flow-based routingOP This refers to rerouting flows in order to rebaance load
when dterndive pahsare available to the destinaion. Flow-based routingis
generally appropriate for persistent levels of congestion *®

Orraffic smoothingO(or Gpacket groomingQ B These are broad terms describing a
rangeof equipment based techniques for spacing out packets so tha they areless
burstyQ Althoudh not specifically IETF they are notviewed by anyoneat IETF
as problematic when applied to all packets arriving on a physcal link so longas
they remain blind to source, destinaion, content, and application*

[62] Other techniques commonly used to OnanageQinternet traffic are Deep Packet |ngpection
(DPI) and RST Injection. Dr. Reed identifies DPl and RST Injection as Traffic
Interference. DPl and RST Injectionviolate IETF standads

% Reed, supra note 2 at para. 30.

9| bid.
L | bid.
“2 | bid.
3 | bid.
| bid.
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Neither Deep Packet Ingection nor RST Injection are standards,
and are not acceptable behavor by Autononous Systems in the
Internet, for a ssimple reason: they each violate the expectation that
the contents of the envelopes are untoudhed ingde and between
Autononous Systems, and ddivered by best efforts. TCP RST
injection is problematic because it is suppo®d to mean Cthe other
end of the connetion has failedO dropping packets/datagrams
when there is no actual congestion.*®

[63] ThePublic Notice asks, in Q(2) b):

b) What developnents are unde way with respect to traffic protocol (such
as modifications to trangmission control protocols) andbr application
changes (such as changes to P2P file exchang) which could assist in
addressing network congestion?

[64] Dr. Reed arguestha congestion control techniques can only work well Of they are
standadized across theinternet.O Generally, such techniques are developed slowly,
typically unde theauspices of the IETF, and introduced carefully.*

[65] Dr. Reed notes tha traffic control isthedomain of TCP:

Responsbility for indicating priority and sowing down traffic is
part of the standard end-to-end protocols, in particular TCP. TCP
responds to such notfication by rapidly sowing down its
trangmission. All file tranders, induding BitTorrent, use TCP, so
when congestion is detected, the senda's slow down.*’

[66] New research in theareaisfocusng on nationsof GairnessOas to how the degree of
Gl owdownOis allocated amongdistinct end-to-end flows on the network.*

[67] (FairnessOisadifficult concept, as users have diverse needs and applicationsdiverse
demands

[68] Another initiative tha deserves mentionistheP4AP Project. This project seeksto improve
peer-to-peer applicationimpact on congestion by modifying the peer selection process to
prefer nearby peers, thereby minimizing the application® cog to ISPs and redudng overall
congestion on the | SP@ network.*® The P4P Project amounts to a co-opeative approach to

“®|bid. at para. 36.

“®|bid. at paras. 44-45.

“"|bid. at para. 46. See, generally, B. Briscoe, (Flow Rate Fairness: Dismantling a ReligionQ 37(2) ACM
SIGCOMM Computer Communications Review (2007) at 65 < http://ccr.sigcomm.org/online/2q=node/172 >.

“8 Reed, supra note 2 at para. 47.

“9 See, generally, Y ale PAP Project < http://codex.cs.yale.edu/avi/home-page/p4p-dir/pdp.html >.
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respondng to theimpact of the efficienaes of BitTorrent communicationson ISP
networks.

[69] ThePublic Notice asks, in Q(2) ¢):

c) What are the specific capablities offered by the technical solutions
identified in (a) and (b) abow? For exanple, would these technologies
allow for throttling of individual users or groups of users, would they
allow for the collection of information abou personsandto what extent?

[70] QueueDropscontrol thedefault end-to-end congestion. Thisfundiondity signds
congestion to the endponts, resulting in amelioration of the effects of unresponsve traffic
sources. *°

[71] Diffserv DMifferentiated Service LabdsOPallows endponts on theinternet to indicate
ther desired prioritization of daa flows, thusfacilitating a choice of packets to dday. **

[72] ECN signdscongestion early in itsemergence, facilitating more rapid and stable responss
by the sources.>

[73] RED also provides early signding of congestion, thusfacilitating more rapid and stable
respongs by the source.>®

[74] Flow-based smoothing enables better use of internal resources. This techniqueaso
reduces theload onthecongested | SP by diverting traffic to alternate available pahs
throughother uncongested networks on theinterne.™

[75] Traffic smoothing (packet groomng) eliminaes unnecessary bursts of traffic tha would
calse unneessary short-term congestion >

[76] Traffic Interference techniques also address congestion issues. Deep Packet Ingection
advocates claim thetechniqueoffers the bendfit of inferring traffic priorities by reading
content of packets. Other benefits claimed have to do with eliminaing unwanted traffic
such as GpamQ viruses, and @opyright infringingOcontent. Dr. Reed cautionstha the

*° Reed, supra note 2 at para. 50.
> |bid. at para 53.

*2pid. at para. 55

%3 bid. at para 54.

> |bid. at para. 56.

* I bid.
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[77]

[78]

[79]

[80]

[81]

[82]

actud bendit dependson reliability of inference of content type and application
requirements.*

RST Injection, another Traffic Interference technique is said to offer the bendfit of
permitting management of aggressive traffic sources tha will notrespondto ordinary
standard mechanisms. Dr. Reed notesthe RST Injectionislikely disruptive to many
standad applications and dependson thereliability of Deep Packet Ingpection>’

Traffic protocol developments also offer specific advantages. rairness-basedOtraffic
routing potentially offers a mechanism to more efficiently divide bandwidth amongtraffic
based on GairnessOcriteria. This proposl involves an open standad tha will be vetted by
theentire internet community.>®

PAP proposs to changethe demandsimposed on ISPs by popukr applications This offers
both consumers and | SPs efficiency and cog bendits. P4P aso proposs an open standad
tha may be adopted by any application publisher and beundestood by any ISP. This
approach may significantly alleviate congestion attributable to P2P traffic.>®

ThePublic Notice asks, in Q(2) d):

d) With reference to questions(a) to (c) above how effective would these
solutionsbein addressing network congestion in the | SP networks?

Existing standadsand tools, if more widdy used, could dramatically reduce congestion.
Dr. Reed notes tha:

All of the standad solutions already provide very effective tools
that can dramatically change congestion. In particular, traffic
managenent, diffserv and ECN, which are not widdy deployed
today, can hawe significant effects if hods make use of them as
designed

It isless clear the extent to which nonstandad Traffic Interference techniques address
network congestion. Throttling traffic obvioudy has the effect of reduangtraffic onthe
network Bbuttheimportant questionis the extent to which the practice addresses
congestion while simultaneoudy meeting user needs A peafectly throttled network is

%6 | bid.
57 | bid.
%8 | bid.
%9 | bid.
% | pid.

at paras. 57-58.
at paras 46-48.
at para. 49.
at para. 59.
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perfectly unamngested Band perfectly useless. Application-based throttling makes
assumptionsaboutconsumer requirements and priorities tha may befalse.®!

[83] ThePublic Notice asks, in Q(2) e):

e) Also with reference to questions(a) to (c) abowe, whatimpad could the
implementation of technical solutions hawe on the Internet Engineering
Tark Force standards uponwhich the operation of the Internet is based?
Could these solutions create interopaability challenges for application
developas?

[84] Queuedrops Diffserv, ECN, RED and flow-based routing are fully compliant with IETF
standads Because these standadsare developed openly, as application issues arise they
may be addressed by the community. This modd leadsto improved fundioning of the
internet as awhole as solutionsare adopied by other 1SPs within theinternet.®

[85] Traffic smoothing and packet grooming are compliant with IETF standadsand present no
interopeability chdlenges for application developers.

[86] Cachingiscompliant with IERT standads and presents no obviousinteropeaability
chdlenges for application develope's.

[87] Deep Packet Ingoection and RST Injection are notcompliant with IETF standads and are
implemented by ISPsin aconfidential manne. AsDr. Reed notes:

If each ISP implements unpredictable and secret congestion
managenent techniques, application develope's will not be able to
design applications that work equaly well on all parts of the
Internet, anddiagnosng problems seen by users will become much
more difficult or impossible.*®

[88] ThePublic Notice asks, in Q(2) f):

f) Describe the advantages and disadvantages (including end-user
impacts) of employing the following practices in order to managelnternet
traffic:

i. monthly bandwdth limits (bit caps,
ii. excess bandwdth usagecharges

% |bid. at para. 61.
2 pid. at para. 64.
% bid. at para 62.
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[89]

[90]

[91]

[92]

[93]

[94]

iii. time of dayusagepricing

iv. peak period throttling

v. end-user-based throttling

vi. application-based throttling,

vii. content caching

vii. upgrading nework capaaty, and
viii. others not listed abowe

Application-specific throttling is undesirable as a traffic management technique There are
aternatives to managing traffic tha are equdly feasible and far more suitable. This section
will list available nework management techniques and examinethe variousadvantages
and disadvantages of each. Thisdiscussionisdivided into three sections

Thefirst addresses the utility of managing nework traffic throughexpanson of nework
capecity alone It highlights evidence showing tha reasonable investment in internet
infrastructure would be sufficient to address current and future projectionsin traffic
growth.

The second focuses on demand management mechanisms such as pricing schemes amed at
encouraging user self-regulation. It argues that, while these should not beresorted to yet,

if provisioning becomes inaufficient in meeting network needs, pricingincentives should
bethenext recourse of ISPs. Some pricing schemes are more desirable than others, while
some should be avoided altogeher.

Thefind section andyzes varioustechnical measures | SPs can take to managetrafficin
order to reduce congestion. It arguesthat technical traffic shaping mechanisms should
only be permitted as alast resort respons to growing traffic. It proceedsto andyze the
advantages and disadvantages of different available mechanisms.

While themgjority of ISPs still claim tha provisioning remainsther primary respon to
traffic congestion onthar neworks, many arguetha there is cause to deviate fromthis
nom. |In assessing the advantages and disadvantages of provisioning, it isimportant to
first undestand why | SPs arguetha provisioningis nolonge sufficient as a sole respone
to congestion on their networks.

These argumentsindudethefollowing: ISPs clam tha traffic growth projectionsindicate
exponantial increases in interng traffic tha will fast outpace any reasonéable attempt to
keep up throughinvestment in infrastructure alone 1SPs also imply that thenature of
certain types of user-generated traffic is such tha expanding nework capecity will not
sufficiently aleviate congestion. Some | SPs further claim tha certain types of network
traffic take advantage of existing traffic management in amanne tha diverts a
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[95]

[96]

[97]

[98]

dispropottionae amourt of traffic to theusers generating tha traffic and are therefore
unfair. Each of these claimswill be addressed bdow.

Some | SPs paint to projectionsof exponential growth in internet traffic expected in the
near future to demongrate that it would take exorbitant anounts of investment in nework
capecity to meet this growing demand 64 Bell, for example, argues tha in order to meet
growing demand in North America, an additiond investment of up to $43billion will be
required by 201065 [SPs point specifically to expected dramatic increasesin video
distribution 66 Based on these projections | SPs concludetha Qhe reason behind network
congestion is the dramatic increase in demand rel ative to capacityOand, further, that Qy]ou
can never build your way out of this problem.@7

ThelSPs seem to ignore thefact, pointed out by Dr. Odlyzko outin his testimony attached
to thissubmission, tha:

[h]istorically, over thelas decadeanda half, there have been several waves of
concern that variousdisruptive innowationswould swamp the Internet andrequire
theintrodudion of intrusive control mechanisms on cusomer usage®

Dr. Odlyzko chdlenges projectionsof exponential growth and states tha increases in
video-driven traffic are unlikely to pose thethreat to the Internet tha many claim.
Commenting on Nemertes projectionsrelied uponby ISPs to judify investment predictions
of $43billion by 2010,Professor Odlyzko states that such claims thave not provided any
evidence of ther estimates.G69

Professor Odlyzko@ forecasts are based on current growth rates in Canadaand worldwide,
which appear to have been dowing down to about50-60% per year over the past three
years. Based onthese, Professor Odlyzko refutes ISP claims that recent traffic growth has
vastly surpassed indudry expectations70 He condudes tha these declining growth rates
do not produc a problem of such propottionsthat @annotbebuilt outof® In fact, when
continuing improvements in technological efficiency are factored in, Professor Odlyzko

% Bell, 2008-108 submissions, July 11.

® |bid. at para. 67.

% pid. at para 53.

7 |bid. at para. 64 and Comcast SV P Joe Waz, 27 March 2008. See al so statement by RogersOChief Strategy Officer
that Or ou can@® spend your way out of this problemQ Peter Nowak, (Rogers says its internet interference is
necessary, but minimal ©10 June 2008, CBC News, online: http://www.cbc.ca/technol ogy/story/2008/06/10/tech-
rogers.html, respectively.

8 At p. xx

“Atp. 2.

op.3
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condudes tha 1SPs can meet projected growthsin demand with mild infrastructure
investment.71

[99] Some ISPs arguetha the nature of certain types of traffic is such tha increasing nework
capecity will not provide a solutionto the problem. Mog of these arguments target the
P2P protocol directly.

[100]Arguments targeting the P2P protocol indudethefollowing claim:

[101] Some P2Pfile-sharing applicationscondantly look for the fastest nodeavailable, and thus
any inarease in capecity to onengwork nodewill attract increased P2Pfile-sharing upload
requests from other P2Pfile-sharing applicationsresident on other neworks. As
described by Rogeas Chief Strategist at the latest Telecom Summit, Roges tests have
indicated tha an increase of capecity at anodecoud be eaten up by P2Pfile-sharing
applicationswithin 24 hous. Indeed, [Bell@] own testing shows that in some cases the
increase in capecity could beeaten upin aslittle as 30 minutes. Additiond capecity
cannot, onitsown, resolve thisissue72

[102] Other ISPs make similar claims that P2P applications Gy ther very nature, consume all
available bandwidth capecity to complete the upload.(¥3 There is some truth behind such
claims, but some clarification isrequired on this point.

[103]First, it should benoted that stating that P2P applicationswill @at upOinareases in capacity
within 24 hous or 30 minutesis deceptive. Theamountof timeit takesfor an inaease in
network capacity to be @aten upQslargey a fundion of how much capacity has been
added. A 10kb upgredeat any congested DSLAM pott islikely to be @aten upGin even
less time than 30 minutes, and thiswill bethe case even if there is zero P2Ptraffic ontha
port.

[104] Second, this claim istrueinsofar asincreasing network capecity at a given nodewill attract
more downloaders from aroundtheworld. However, it should be noted that thereisan
uppe limit to this phenomenon. ISP cusomers will never beable to upload more
bandwidth than thel SP has sold to them. AsBill St. Arnaud points out, 1SPs sell
significantly more bandwidth to cusomers than they are willingto provisionfor in ther
networks.74 Thefact tha increasing network capecity at a given nodewill lead to an
increase in traffic results to agreat extent from | SPsCoversubscription practice. Expanding
network nodes will cause consumers on tha nework to utilize a highe propottion of the
upload bandwidth they have purchased fromthe ISP, butthereis auppe limit to thetota

71
P. 4.
2 Bell 2008-19 interrog response to Q. 8 at p. 13 of 23.
73 Shaw 2008-19 interrog response to Q.8.
™ Testimony of Bill, generally
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bandwidth tha can be consumed at any given time, equd to theaggregate amountof
bandwidth tha thel SP has sold to its cusomers.

[105] Redlistically, however, this uppe limit will never bereached. As Professor Odlyzko
points outin histestimony, consumers generally utilize only a small propottion of the
overall bandwidth available to them ove agiven period of time. So, for example,
Professor Odlyzko estimates tha the average consumer in Canadawill utilize
approximately 2% of her full monthly bandwidth dlowance. 75 It isunlikely tha
increasing nework capecity will attract enoughdownloaders to push this nunmber to 100%.
Indeed, thedatafrom Telus a Canadian ISP tha does not throttle uploads and so can be
expected to provide high upload speeds shows tha outboundtraffic at its network
backbonehas notincreased subgantially over the past couple of years.76 While Telus
does employ pricing incentives to discourage aggressive bandwidth use, these numbers
strongly suggest tha increases in upload bandwidth capecity at nework nodes will notlead
to theinfinite growth in traffic that some I1SPs claim they might

[106]1SPs arguefurther on this point tha much of the additiond P2Ptraffic tha will beattracted
frominaeasing capecity at anodeonther neworks will come from noncugomers. The
image, espouskd by Rogesin itsinterrogaory responss, of its network becoming
verwhdmed by thetensof millionsof Internet users who are not Roga's cusomersOis
problematic in two respects. 77 First, globd P2P downloadstarget thefastest nodes
available. Expanding some capacity on Canadian neworksis notlikely to propd either
Canadain general or Rogea's specifically to the postion of Gastest network in theworld®
especiadly withoutthe addition of FTTH.

[107]More importantly, however, thistypeof rationde runscountr to theessence of both the
P2P protocol itself and the Internet more broadly. Roge's suggests tha its cugomers do
not benefit from expanded upload capacity. However they do, insofar as the P2P protocol
is based on symmetrical sharing. So for every Mb of download by a RogesGcustomer,
there mug a corresponding Mb of upload somewhere ontheinternet. Assuch, Roge's
cugomers who use P2Prely, onamacro level, onthe availability of equivalent upload
capecity. If al 1SPs globdly attempted to act as Roge's and other Canadian 1SPs are by
attempting to minimize P2P uploadsfrom thar neworks, than P2P will notwork
effectively for anyone induding RogasCcusomers. If thistype of @very ISP for itselfO
reasoning were to become thenom, it will serioudy deteriorate the ability of the Internet
to fundion effectively.

P.6.
® Telus Interrog Q1, p. 2 of 6.
" Rogers Interrog, Q8, p. 3/4.
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[108] Arguments of this nature therefore hold no water as judificationsfor failingto provison
adeguaely in respone to traffic growth. Inareasing network capacity does not necessarily
entail extengve and unreasonable cods. And P2P traffic growth is nat of such a naure tha
it cannotbe addressed throughnetwork expansonalone

[109] The advantage of provisioning as the primary respon to traffic growth is tha this would
furnish Canadawith an enhanced Internet infrastructure, agoodinitself.78 A Canadian
traffic management strategy that focuses on provisioning would beparticularly
advantageousin light of thefact that Canadaappearsto befaling behindin Internet

capecity.

[110] While no1SPs have pubicly disclosed infrastructure investment in this hearing,
compaisonsmay be madeinternationdly on anumber of fronts tha, taken togeher,
suppot thisconduson. These compaisonsindude:

[111]Metrics of broadband sub<cribers per 100inhabitants;
[112]Metrics of percentage of sub<cribers with high speed connections and
[113]An Oxford study® assessment of broadband qudity.

[114]OECD daaindicates tha Canadahaslog itsleading postionin broadband pendration and
isin fact falling behind other nations OECD statistics indicate tha athoughCanadians
were amongtheearly leadersin broadband adopion, secondonly to South Korea
from 2001through2003,as of June2007,adopton ratesin South Korea, the Netherlands
Switzerland and Scandinavian counties had overtaken thos in Canada Thefollowing
chart, derived from OECD daa, indicates that Canadafell to ninth overal by 200779

8 Get Reference: Internet is good!
" OECD Broadband Statistics to June 2007
<http://www.oecd.org/document/60/0,3343,en_2649 34225 39574076 _1 1 1 1,00.html>.
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International broadband subscribers per 100 inhabitants,
2001-2007 (OECD stats)
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[115]Second, Akamai TechnologiesGobservationson naiond high-speed broadband penetration
suggests tha Canadalagsbehindits peers. Akamai facilitates content distribution over the
interng for its cusomers, and iswell placed to make these observationsbit handles
billionsof online communicationsdaily.80

[116]Akamai TechnologiesCState of the Internet Report, for Q3, 2008 reports on (roadband b
connectionsgreater than 2 MbpsBand thigh broadbandOb connections5 Mbpsor greater.
Akamai classifies as harowbandCconnectionss ower than 256 Kbps Akamai bases its
rankingson actua obsgerved connestionsto the Akamai network (uriquel P& per capita).
Canadaranked only fifteenth, notonly behind global leaders Japan and South Korea, but
also behind the United States and many European countries.81

8 About Akamai < http://www.akamai.com/html/about/index.html> (ONe play acritical role in getting content from
providersto consumers. E  Our global platform of thousands of specially-equipped servers helps the Internet
withstand the crush of daily requests for rich, dynamic, and interactive content, transactions, and applicationsE
Today Akamai handles tens of billions of daily Web interactions for companiest Q).

8 Akamai TechnologiesOState of the Internet Report, for Q3, 2008 <www.akamai .com/stateoftheinternet>.
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Rank Country % above 5 mbps

1 South Korea 58%
2 Japan 55%
3 Romania 43%
4 Hong Kong 38%
5 Swveden 37%
6 Belgium 29%
7 Denmark 27%
8 us 26%
9 Sngapore 26%
10 Netherlands 25%
11 Switzerland 21%
12 Canada 21%

Global 19%

[117]Third, arecent survey conduded by the Oxford Said Busness Schoolin Londonand the
Universidad de Oviedoin Span ranked counties by a broadband qudity score (BQS), a
measure of the proliferation of high-speed internet in a county, as well as the speeds
available and therdliability of connections Scores were calculated by testing download
and upload speedsin each county, aswell as latency.82

[118] The study® authors argued that in order to meet the demandsof today's internet traffic,
broadband networks need to be able to ddiver steady download speedsof 3.75 megabits
per second and uploadsof 1Imbpswith alatency no greater than 95 millisecondsbaraw
BQS of 32 (55% Download + 23% Upload + 22%_atency).

[119] The study® authors ranked Canada27th out of 42 counties, with araw score of jus unde
32 Bbeneath thethreshold:83

8 Oxford Said Business School and Universidad de Oviedo, Broadband Quality Score (September, 2008)
<http://www .sbs.ox.ac.uk/downloads/Broadband_Quality Study press presentation.pdf>.

83 |
Ibid. at 8.
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Country Broadband Quality Scores

BROADBAND QUALITY SCORE BY COUNTRY
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[120]Even factoring penetration into the mix, the study®@ authors still conduded Canadawas
amongthose naionsplaying Gatch-upGPno longer amongtheleaders.84 This lack of
developed Interng infrastructure may be amain reason why Canadians pay more per Mb
of bandwidth than mog other comparable counties.85

[121]In addition, investment in infrastructure is afair respon® by I SPsto traffic growth. As
Bill St. Arnaud testifies, oversubgcriptionis astandad practice of ISPs. This meansthat
I SPs sell more bandwidth then they have provisioned for throughouttheir networks.86 To
some extent, thisisreasonable. No conumer will use thar entire allotment of bandwidth
for any extended period of time. It would be excessive for ISPsto provision thar neworks
to handle every Mbpsthey sell. However if, dueto some technological innovaionssuch as
the development of the P2P protocol, some cugomers of 1SPs begin to use a highe
proparttion of ther allotted bandwidth , it isincumbent on I SPs to inarease ther capacity
accordingly. Thisisonly fair, given wha thel SP promised to its cusomer. Provisioningis
thusthefairest respon® to inareasing traffic. Theconsumer who has pad for acertain
amountof bandwidthshould be able to use wha shehas pad for.

8 |pid. at pp. 10-11.

& Information Technology & Innovation Foundation, 2008 I TIF Broandband Rankings, available online at:
<http://www.itif .org/files’2008BBRankings.pdf>. This study ranked the amount of money Canadians have to pay
per Mbps of bandwidth second highest among the 20 leading nations, with only Iceland ahead.

8 Testimony of Bill St. Arnaud, February 23, 2009, Attachment C, generally.
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[122]Findly, inaeasing nework capecity isby far theleast intrusve respons to increased
traffic available. It requires no deviation fromtheundelying standadstha have guided
thelnterne fromitsinception87 While perhgpsthere are cheaper alterndives,
provisioning is also the simplest respong, as Dr. Reed points out

Oneshould note thata very smple way to avoid conmplex congestion management
isto make sure that the capadty of individuallinksis significantly larger thanthe
peak averagetraffic of all users. Clearly buildingin too much overcapadty is
codly, but attempting to operate links at nearly full capadty will ensure that
unaceptable congestion is congant®®

In addition, provisioning best fulfils key objectives of telecommunicationsin Canada, as
embodied in s. 7 of the TelecommunicationsAct.89

[123]In sum, increasing network capecity is by far the best response to addressing traffic
growth. Current growth levels demondrate tha with reasonable investment in
infrastructure, | SPs can dramatically reduce congestion, refuting ISP claims that this
strategy is notfeasible. 90 Provisioning as oppod to throttling will also bendfit all
Canadiansand put Canadaback on track to beamong thetop countiesin Internet capecity.
It isalso thefairest respons | SPs can provide Findly, investment istheleast intrusve
respong and furthers many key telecommunicationsobjectives. For all these reasons
provisioning should bethefirst and primary respons to nework congestion. Any steps
beyond provisioning should occur only in Gexceptiond circumstancesQ91

[124]CDM submitstha the best respong to congestionis provisioning, and this should bethe
primary respon®. Given tha any deviation from this would diminish the benefits of
provisioning, such deviationsshould only come after proof of @xceptiond circumstances®
and the | SPs have not provided such prodf to date.

[125]However, if some additiond measures are foundto be necessary, pricingincentives are far
more preferable than interfering with traffic. Thisis because such an approach allows
cugomersto retain ameasure of control over thar services. A cusomer tha wishesto use
more bandwidth in a given month can merely pay for it. In thisrespect, theimpact on
usersisminimal.

8 SeelInfra, at para. 7.

% Reed, above note 2 at para. 22.

% For example, provisioning is the best strategy to provide Geliable and affordable telecommunications services of
high qualityQ(s. 7(b)). In addition, provisioning best responds to the Geconomic and social requirements of users
of telecommunications servicesO(s. 7(h)).

% Testimony of Andrew Odlyzko, February 23, 2009, Attachment A, para. XX XXX

91 @exceptional circumstancesOwas adopted as a minimal threshold that must be met before an ISP may deviate from
provisioning as aresponse to traffic growth in Japan. Seeinfra, para. XX (p. 2, Stevenson).
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[126] Thereis aso ameasure of fairnessto pricingincentives, in that theuser is getting the
bandwidth they are payingfor. In addition, such measures are demongrably capable of
meeting current traffic congestion withoutrecourse to more invasive traffic management.
Telus for example, has succeeded in maintaining their nework throughthe use of pricing
incentives and provisioning alone

[127]However, pricingincentives have anumber of potentially seriousdisadvantagesif not
applied correctly. First, any lack of trangparency would negae thefarnessinvolved in
pricing incentives, as a cusomer buying a5 Mbpslinewould assume they had accessto 5
Mbpsof bandwidth, nat SMbpsof traffic for 27 hours.92 Second, pricing incentives
should beminimally intrusve. Inthisrespect, peak hourpricingis nat sufficiently
targeted. It imposes highe fees onlow bandwidth cusomersthat are notthe primary
cause of congestion even at peak hours.93 Excess monthly usage charges are more
reasonable in this respect because they target those users tha actudly produce the most
traffic onanework. Third, if not carefully designed, pricing incentives may impact
detrimentally on end-users by redudngthar level of control over thar internet usage
Excess monthly usage charges are also preferable to time of day fees with respect to
cugomer control, because theuser is able to ration their usage as needed over agiven
period of time. Findly, if pricingincentives are used but not measured in away tha is
trangparent to cusomers, user will beunéable to control their monthly fees. Thisis
potentially a seriousdisadvantageto consumers. Some | SPs have devel oped measurement
tools and warning systems, buttheideal solutionwould bea small desktop application tha
consumers can easily monitor on aregular basis.

[128] Another disadvantageto pricing incentives, onethat is more difficult to address, is thelack
of control cusomers have over al aspects of incoming and outgoingdaa. In any
bandwidth connection, theuser is aways connected to theInternet and so cannotpreclude
al incomingtraffic. Itisimpossible for auser to control al incoming and outgoing traffic.
To some extent, then, users may be charged for traffic they did notchoo® to generate.
Thisisworse for time of day pricing, as all users may experience unantrolled traffic
during peek periodsandincur fees. It also applies, however, to monthly usage pricing, as
unoontrolled traffic will contribute to overall monthly bandwidth usage of all usersand
some users will becharged for such traffic. In addtion, any type of pricing mechanismis
disadvantageousin so far asit alows |1 SPsto defer nework investment.

[129]Pricing incentives do have some advantages and many of the potential disadvantages of
such incentives can be mitigated with careful design. However some disadvantages are

2 Thisis how long it would take to exhaust Telus©60 Gb per month allowance if a5 Mbps line was operating at full

capacity.
% Testimony of Bill St. Arnaud, February 23, 2009, Attachment C, at para. 47, with respect to peak hours targeting
in general.
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endemic to pricing mechanisms, and so such measures are only desirable if provisioning
aloneis demongrably insufficient.

[130]CDM submits tha use of any traffic management mechanisms beyondthetraditiond ones
aready embedded in thelnternet (such as TCP/IP) mug bejugified.94 Further, based on
current traffic growth and reasonable projectionsinto the near future, CDM bdieves tha
thereisnojudificationfor theuse of such measures at this stage However, it is possible
tha such measures may become necessary in thefuture. If and when tha time arrives,
guiddines mug be putin place to enaure tha |SPs choo% theleast intrusve, fairest, and
least discriminaory and disruptive measures available. To tha end, CDM submitsit
would be bendficial to adoptDr. Reed® distinction between Graffic managementOand
Grafficinterference®

[131]Dr. Reed defines traffic interference mechanisms as displaying the following
characteristics:

= selectively or arbitrarily restricting traffic assodated with certain sources, destinaions
content types, applicationsor protocols;

= Dbase traffic management practices oninformation not provided by the cugsomer hog or
application for the purposes of traffic management; and

= donotfollow standad mechanisms for signdling congestion.95

[132]Dr. Reed continues to state that (pt]raffic *management* isjudifiable in the presence of
congestion on the neworkE Traffic *i nterference*Ei s not necessary for |SPs to manage
network congestion.(®6

[133]A number of Canadian | SPs have adopted application-based throttling as ther preferred
methodfor addressing congestion. This methodcan only beclassified as traffic
interference. It isselective Dit directly targets applicationssuch as P2Pfile-sharing
applications It isnotbased oninformation provided by the endpont for the purpo<e of
routing traffic Bit mug employ Deep Packet Ingection technology in order to identify the
Qpplication heeder® an element of the applicationto which thetraffic layer of theinternet
isgeneraly agnogic. With regardsto Dr. Reed@ third point, Canadian 1SPs that employ
this method have not provided details on the precise mechanism used to signd congestion.
While it does not appear tha any are currently usng RST Injection, this type of method
should not be permitted.

% Testimony of Bill St. Arnaud, February 23, 2009, Attachment C, at para. 19.
% Testimony of Dr. David Reed, February 23, 2009, Attachment B, at para. 41.
96 | n;

[bid.
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[134]In additionto these criteria, Dr. Reed has pointed out that any traffic management
procedure employed should make use of IETF approved techniques. Deviatingfrom IETF
approved techniques can potentialy lead to aform of chaosonthelnternd, as each
jurisdiction sets up its own methodsof managingtraffic. Thistypeof chaoswould make it
very difficult for application develope's to develop applicationsin a predictable way.

[135]Dr. Reed offers anumbe of IETF approved options tha are undeutilized and are capable
of addressing current congestion iSsues.

[136]Mr. St. Arnaud, in histestimony, describes a number of disadvantages tha apply
specifically to application and protocol based throttling. These indude

1. Allowingtelcodcablecosto deploy traffic interference practices such as application
specific throttling unnesessarily discourages investment in infrastructure.

2. Thispracticeisnotlikely to providean enduiing solution to congestion problems.

3. Allowingtelecodcablecosto target whichever applicationsthey wish sets up
perverseincentives tha can foreseeably lead to discriminaory practices.

4. P2Pandfile-sharing applicationsare not the cause of congestion.

5. Allowing telcodcablecosto throttle P2P andfile-sharing application traffic puts ISP
resellers, wholesalers and facility leasers at a competitive disadvantage ”’

[137]Mr. St. Arnaud additiondly lists several features that are desirable in an appropriate traffic
management approach.”® Oneproposl tha meets mos of Mr. St. Arnaud® pointsis that
made by Comcast. This proposl is based onthefollowing traffic management steps\

a. Softwareingalled in the Comcast network continuoudy examines aggregae
traffic usage datafor individud segments of Comcast@ HSI network. If overall
upgream or downgream usage on a particular ssgment of Comcast@ HSI network
reaches a predetermined level, the software moves on to step two.

b. At step two, the software examines bandwidth usage daa for subcribersin the
affected network segment to determinewhich sub<ribers are usng a
dispropottionae share of the bandwidth. If the software determines tha a
paticular subgcriber or subscribers have been the source of high volumes of
network traffic during arecent period of minutes, traffic originaing fromtha
subgcriber or those sub<cribers temporarily will beassigned alower priority
status

c. Duringthetimetha asubsribe@ traffic is assigned thelower priority status,
such traffic will notbe ddayed so longas the network segment is notactudly

9 Testimony of Bill St. Arnaud, February 23, 2009, Attachment C, at para. 20.
% |bid. at para 47.
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congested. If, however, the nework segment becomes congested, such traffic
could beddayed.

d. Thesubsriber@traffic returnsto normal priority statusonce his or her bandwidth
usage dropsbdow a set threshold over a particular time interval .

[138]CDM submitstha if any traffic management is necessary, the stepsset outin this approach
should bethebasis of any such traffic management. Preferably, these should be achieved
usng |ETF approved techniques.

Question (3) DNotification Requirements

[139] The Public Notice states, in Q(3):

In Telecom Decision 2008108, the Commission directed Bell Canadato
develop andfile with the Commission, proposd notification requirements
to address future changes that impad materially on the performance of
GAS.

a) Notice of Network Changes BbWholesale M ark et
[140]The Public Notice asks, in Q(3) a):

a) Shoud these [notification] requirements be extended to othe ISPs
provding wholesale Internet services such as the third party Interne
access services offered by cable ISPs?

[141] Trangparency in network management and pricing are essential to thefundioning of the
marketplace. Similarly, alevel playingfield is essential for healthy competition.

[142]Currently, only Bell Canadabears notfication requirements with respect to changes tha
impact nework perfformance. Those notification requirements should be extended to all
interng access providers.

b) Notice of Network Changes DRetail Mar k et
[143] The Public Notice asks, in Q(3) b):

b) Are similar requirements necessary and appropriate in relation to the
provsion of retail Internet services?

% Comcast, Submissions to FCC, File No. EB-08-IH-1518, WC Docket No. 07-52, September 19, 2008, available
online at: <http://www.eff.org/files/ Compl ete%20Comcast%20NM%20Filing%20--%20Date-
Stamped%209%2019%202008.pdf>, Appendix B.
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[144]Consumers choo® amonginterne service providea's on thebasis of anumber of factors,
induding traffic management practices. Mandaory disclosure of traffic management
practices, across theboad, would create a better informed consumer base, and a more
compditive and efficient marketplace. Such discloaure is both necessary and appropriate
in theretall context.

[145] The Public Notice asks, in Q(3) ¢):

c) If so, what kinds of pradices, andbr changes to practices, should
trigge these requirements and what information and how much notice
should be provided to end-users?

[146] Trangparency of ISP practicesis also fundamental to opeaation of an efficient and
competitive marketplace in Canadafor | SP services. Presently, ISP traffic management
practices are opajueto consumers and to resellers. Thislack of trangparency makes it
difficult for consumersto compae | SPs onthe basis of qudity of service. To the extent
tha such information does seep outinto the marketplace, it does so inconguently.

[147]CDM submits tha mandaed trangparency in ISP traffic management practices should not
berestricted to disclosures with respect to Gindsof Oor @hanges toQ butrather should
also extend to fundamental features of such practices. | SPs mug betrangparent as to:

a. thetechnical groundssuppoting assertionsof congestion, induding timely and
public disclosure of oversubgriptionratiosand latency rates; and

b. thenaure of traffic management practices in atimely and clear fashionto both
wholesale and retail cugomers, and to progoective cusomers.

[148] As noted above 1SPs often sell more bandwidth than it can actudly provide at any one
time. Congestion arises if oversubsription ratiosare too high.'®

[149]1SPs presently treat over-sub<riptionratiosas confidential information. As Bill St.
Arnaud states:

A significant part of the problem here is that telcogcablecos are
permitted to treat their oversubscriptionratiosin a manne akin to
state secrets. Were telcogcablecos to publicly advertise that for
every 10 Mbpsthey sell to a consumer, they only provisoned for 1
Mbps at the CPE to CAE leg of the nework and even less at
various stages beween the CAE and Tier 1 routers, they would

100 5t Arnaud, supra note 3, at para. 8-9.
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hawe a hard time judifying thar targeting of P2P protocols and
file-sharing applications as a tool for reduang traffic. Forcing
much needed trangarency in oversub<ription ratios would make
this a conmpetitive issue between telcogcablecos Cugoners could
then decide among services based on oversub<ription ratios as
well asprice. Indead of allowing the conpetitive market to make
such decisions, telcodcablecos are keeping their oversubscription
ratios secret and unilaterally deciding to rely on discriminatory
Traffic Interference measures such as applcation-based throttling
in lieu of maintaining acceptable oversubscription ratios ™™

[150] Theintrodudion of Traffic Interference techniques, in CDM@ submission, signds tha
Canadian | SPs are seeking to maximize oversub<ription ratiosrather than build capecity.

[151]Cudomers should be able to inquire as to the oversub<cription ration applicable, at any
given time, to thar service, or to thar progective service.

[152] Trangparency with respect to Queueng Delay data also serves to enhance a compeitive
marketplace for Canadian ISPs. As Dr. Reed states, Queuang Delay is the best metric of
congestion.

[153] To the extent tha | TEF-compliant traffic management tools are unable to fully address
network congestion chdlenges, Queuaeng Delay data can suppot theintrodudion of more
extreme traffic management options

[154] Theready availability of both oversub<ription ratiosand Queueing Delay daato
consumers permits consumers to make market-based choices anong service providers.
This creates incentives for ISPs to increase capacity B competing on service Band
accordingly enhances the competitiveness of the ISP marketplace.

[155]1SPs should be compdled to provide much better information to consumers with respect to
the naure and impact of thar traffic management practices.

[156]Disclosure, to the extent that it occurs, usudly occurs in thel SP@ QA cceptable Use
PolicyQ However, such disclosure seldomgoes to thelevel of detail that consumers
require to make informed decisionsaboutwhether or notto purchase servicesfroma
paticular carrier, or to continuewith ther current carrier. Far from disclogng their own
traffic management practices, carriersimpose on consumers a duty to managethar own
traffic.

101 1hid. at para. 40.
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[157]For example, RogasOOrerms of ServiceOrequires consumers unde the heading
QA cceptable UseOto abide by its Gholicies, rules and limitsO(the GPolicies)), which are
incorporated into the Terms of Service by reference. The Terms of Service reserves
RogeasQright to Qestrict, change sugpend or terminateOservices if the cusomer@ Gaccess,
use or connetion to the Services, Equipment, or E facilitiesisimparing or adversely
affecting our opaation or theuse of our Services or facilities by others. 3%

[158] RogarsOOA ceeptable Use PolicyOsimilarly prohibits onefrom usng RogersOservices to:

(v) restrict, inhibit or interfere with the ability of any person
to access, use or enjoy the Internet, the Services or any Equipment
used to connect to the Sevices, or create an unusially large
burden on our nework, induding, without limitation, poding,
uploading, transmitting or otherwise making available information
or software containing a virus lock, key, bonb, worm, Trojan
horse or othe harmful, limiting, destructive or debilitating
feature; distribuing mass or unslicited e-mail ("spani); or
otherwise generating levels of traffic sufficient to impede others
ability to send or retrieve information; or to use the Sevicesin an
abusve manne in connetion with any unlimited padages,
optionsor pronotions

(vi) disruptany badbonenetwork nodes or network service, or
otherwise regtrict, inhibit, disrupt or impede RogesOability to
monitor or ddiver the Sevices, Rogea sGtransmissionsor data;

(vii)  interfere with computer networking or telecommunications
service to or fromanyInternet user, hod, provider or networkg **

[159]While Roge's admits to blocking portsin its Acceptable Use Policy, it does not admit to
engaging in traffic shgping. Indeed, the Roge's.com websgte lacks any probaive disclosure
of RogasQtraffic shagping practices Binformation that is certainly pertinent to many
consumersOpurchasing decisions

[160]Roge's disclosure is typical of consumersQexperience at mogt Canadian 1SPs. Among
Canadian | SPs tha we examined, Bell has themos pro-active disclosure of itstraffic
management practices.'® That disclosure was mandaed by thedecisionin CAIP v. Bell.
While it provides useful information, it is not prominently located on Bell@ webste. We
could find no direct reference to Bell @ traffic management in the (Bell StoreOpart of
Bell@ webste Dwhere progective cusomers woud browse Bell@ internet service
offerings Such discloaure should be a mandéaory part of the purchasing experience.

102 Rogers, Terms of Service <http://www.rogers.com/terms>.
103 Rogers, Acceptable Use Policy <http://www.your.rogers.com/about/A cceptable_Use Policy EN.pdf>.
104 Bell, Network Management < http://service.sympatico.calindex.cfm?method=content.view& content_id=12119>.
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[161]1n oursubmission, | SPs could and should be profoundly more forthcoming to Canadian
consumers with respect to thar traffic management practices. Such disclosures should
indicate (as applicable):

a. thenaure of the practice;

b. thekind of traffic affected,

c. thekind of applicationsaffected;

d. thetimesof day invoked;

e. port blocking activity;

f. howto secure QunmenagedOservices; and

g. theprivacy implicationsof the practice.

Question (4) DAJnjust discriminationQ ss. 27(2) of the
Telecommunications Act

[162] ThePublic Notice asks, in Q(4) a):

a) What, if any Internet traffic management practices employed by ISPs
would result in unjug discrimination, undueor unreasonabk preference
or advantage?

a) Traffic Interference based on type of application, protocol or user
constitutes Qunjust discri min ationOund er s. 27(2) of the
Telecommunic ation Act.

[163]Subsection 27(2) of the Act states:

No Canadan carrier shall, in relation to the provison of a
telecommunications service or the charging of a rate for it,
unjugly discriminate or give an undueor unreasonable preference
toward any person, induding itself, or subject any person to an
undueor unreasonabk disadvantage

[164] Thetraffic management measures at issuein this proceeding clearly involve discrimination
among sub<ribers, applicationsor protocols. They are used to treat certain sub<ribers of a
given service differently from other subscribers of the same service, and certain
applicationsand/or protocols differently from other applicationsand/or protocols. The
question in this proceeding is whether such discrimination is QunjusOunde s. 27(2).
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[165] Thereis no set test for determining whether given condud amounts to Qunjust
discriminaionQor Qundueor urreasonable preferenceOunde s. 27(2). Determinationsas
to whethe discriminaionis unjug or unreasonable are to bemadein light of thepublic
interest’® aswell asthe Act andits assodiated regulationsand policies.*®® Intention,
althoughrelevant, is not essential to afinding of unjug discriminaion; wha mattersisthe
effect of theconduc in question*”’

[166]CDM addressed thisissuein its 3 July 2008submission to the Commission in thematter of
CAIP v. Bell Canada notingtha Bell@ throttling of internet traffic violates s. 27(2) on
two separate grounds CFirs, it resultsin unjust discriminaion and unduedisadvantage
agang users of peer to peer (AP2PQ) applications Second, it is an unduedisadvantage
applied againg content providers tha use P2P applicationsto distribute their produd.O
(paa.5) CDM adopt thearguments madein tha paras. 5-32 of that submission, to the
extent tha they apply to retail services andto therecord in this proceeding.

[167]1n addition, CDM submits tha the Supreme Court of Canadahas provided guidance asto
the appropriate test to apply in situationssuch as the present. In R. v. Oakes,'® the Court
set forth thetest for deermining whether Charter-infringing condud was otherwise
acceptable by virtue of congituting Guch reasonable limits prescribed by law as can be
demondrably jusified in a free and democratic sodetyOunde s. 1 of the Charter.*® The
Oakes test entails two central criteria:

First, the objective mug be "of sufficient importance to warrant
overriding a conditutionally protected right or freedonQ..at a
minimum, [it mud] relate to conaerns which are pressing and
subdantial in a free and democratic sodety before it can be
characterized assufficiently important

Second, onee a sufficiently significant objective is recognized, then
the party inwking s. 1 mug show that the means chosn are

195 parardyne Canada Ltd. - Attachment of Subscriber-Provided Terminal Equipment to Dataroute Service,
Telecom Decision CRTC 89-5, Part VII; Interexchange Competition and Related Resale and Sharing Issues,
Decision 85-19 at p. 73; Resale and Sharing of Private Line Services, Telecom Decision CRTC 90-3 at p. 18.
See also Competitive Telecommunications Association et al. - Application to Review and Vary Final Approval of
Advantage Canada, Telecom Decision CRTC 92-4 at p. 15.

1%6\/| ARail Canada Inc. v. NTA, [2001] 2 F.C. 25 (F.C.A.) at para. 36; Mandatory Order issued pursuant to
subsection 12(2) of the Broadcasting Act against VidZotron LtZe and its subsidiaries, Broadcasting Decision
CRTC 2002-299 at para. 183.

197 Mandatory Order issued pursuant to subsection 12(2) of the Broadcasting Act against VidZotron LtZe and its
subsidiaries, Broadcasting Decision CRTC 2002-299 at para. 183.

10811986] 1 S.C.R. 103; 1986 CanL |l 46 (S.C.C.).

199 Canadian Charter of Rights and Freedoms, R.S.C. 1982, c. C-11, s.1.
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reasonablke and demondrably judified. This involves "a form of
propottionality test.'*

[168] The Oakes (propottiondity testOhas three parts:

First, the measures adoptd mug be carefully designed to achieve
the objective in question. They mug not be arbitrary, unfair or
basd on irrational consderations In short, they mug be
rationaly connected to the objective. Second, the means even if
rationaly connected to the objective in this first sense, should
impair "as little as possible" the right or freedom in question.
Third, there mug be a propottionality between the effects of the
measures which are resporsible for limiting the Charter right or
freedom and the objective which has been identified as of
"sufficient importance”, ***

[169] Thistest (sufficiently important objective, rationd connection between meansand ends
minimal imparment of right or freedomin question, and propottiondity between means
and endg can be applied in other contexts where the approprateness of condud that
impinges onimportant values or pdicy godsisat issue

[170]In thes. 27(2) context zoncernswhich are pressing and subgantial in afree and
demoaratic sodetyOcan betrandated to @oncernswhich are pressing and subgantia in a
free and democratic internetQ In this context, the objective is to avoid network congestion
and therightor freedomin question istha of users to enjoy unimpeded and non
discriminaory use of telecommunicationsfacilities in accordance with the service package
to which they have subscribed. (Note tha thistest can beapplied to Traffic Interference
with respect to itsimparment of other policy gods such as privacy, competition, and
innovdion.)

[171]In the context of s. 27(2), thefirst criteria would require tha the objective of relieving
network congestionis pressing and subgantial. If not, then the discriminaory practicesin
guestion should not be permitted. If so, then thesecondcriteria, the propottiondity test,
mug be applied.

[172]In the CDM@ submission, network congestion coud not be consdered (pressing and
subdantial Qunless present standardsGbased internet traffic management protocols were not
sufficient to fully deal with congestion. 1SPs would have to provide objective evidence of
congestion and inability to control it with standads-based tools to meet this criterion.

[173] Thethree-pat propationdity test in this situation would be as follows:

1101986 CanL Il 46 (S.C.C.), paras.69-70.
11 hid., para.70 (emphasis in original).
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a. Isthetraffic management measure in question designed to relieve, and effective
in relieving, congestion on the | SP@ network?

b. Doesthemeasure in question discriminate amongusers, applications protocols or
other content-related aspects of traffic aslittle as possible, taking into accountall
other possible approaches to relieving congestion?

c. Aretheadverse effects of the measure onusers proportiond to its effectivenessin
relieving congestion?

[174]1f any of these questionsis answered in thenegdive, then thetraffic management measure
in question should be congdered to violate s. 27(2). In thefollowing andysis, we apply
this test to thefactsin this case.

[175]1n Telecom Decison CRTC 2008108,the Commission found,onthebasis of therecord in
that proceeding, that Bell Canadahas established tha there is congestionin its network
during pesk periodand tha Ontensve use of such applicationscould, during periodsof
highinterne traffic, result in network congestion and degrade the performance of internet
services for other end-usersO™? It thusimplicitly found that the objective of relieving
network congestion was sufficiently pressing and important as to justify Bell@ traffic-
shgping measures.

[176]Based solely on the | SPsCresponses to Commission interrogaories to date, the problem of
network congestion would appear to be sufficiently pressing and subgantial asto passthe
first pat of thistest.

[177]However, additional evidence presented in this proceeding by CDM chdlengestheclaim
tha nework congestionis asignificant problem likely to continueinto thefuture. As
Professor Odlyzko, awiddy respected indgpendent expert in internet traffic measurement,
states in histestimony:

There is no evidence of wireline Internet traffic growing so fag as
to require intrusive traffic interference to control it. While thereis
still vigorous traffic growth, it is at levels that can be
accommodatied with approximately the current levels of capital
expenditure. Jug as the conputers that we buy provide increased
processing power and storage each year for the same price as
earlier machines, dueto technology progress, telecommunications
networks can handk highe levels of traffic each year at the same

112 Paras. 29, 30.
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cog as before. And traffic growth rates have been declining, to
levels dower than the rate of improvement of latest trangmission
equipment.**®

[178]CDM therefore questionswhether network congestion is as pressing and subdantial a

concern for Canadian telecommunicationsas |ISPs make it outto be As Professor Odlyzko
points out, network congestion is theresult as much of strategic decisonsmade by 1SPs
regarding facilities provisioning and service pricing asit is of traffic growth. And objective
data ontraffic growth Bespecially forward-looking estimates - do not suppot the premise
onwhich Traffic Interference rests. In light of theevidence of Professor Odlyzko, the
Commission should closely scrutinize | SP claims regarding network congestion before
accepting them at face value

[179]Indeed, as submitted above it is critical tha the Commission establish and implement

soundand standad measurements of nework congestion (e.g., quauing dday, as
recommended by Dr. Reed) that indicate clearly when and where such congestion exists,
before accepting | SP claims of network congestion. Thisinformation should be made
publicly available so tha consumers and others can see which | SPs suffer congestion most
frequently and/or severely and make purchasing decisonsaccordingly. CDM submits tha
if such informationis collected and publicly disclosed, a different picture of network
congestion may well emerge

[180] Should the Commission find, despite the evidence and submissionsput forward by CDM

onthisissue tha nework congestion is unaddressable by standadized internet protocols
and a sufficiently pressing and subgantial aconcern asto judify Traffic Interference, the
next part of thetest, involving three sub-parts, mug be applied.

[181] Thevariousforms of Traffic Interference at issuein this proceeding (mos notably

throttling based on application, protocol, or user) are purportedly beng used to relieve
congestion in ISP neworks and are appaently doing so somewhat successfully, at least in
amicro sene (i.e., looking only at thetraffic onagiven |SP@ nework). Thus they may
be seen to passthefirst prongof the propottiondity test, despite ISP overstatement of the
problem.

[182]However, it isworth noting tha there may be other, anti-compditive or profit-maximizing,

motivationsfor ISPsto engagein Traffic Interference. Indeed, some Canadian | SPstarget
ther throttling on traffic which, perhgps coinadentaly, tendsto bdongdispropottionaely
to thar compditors (e.g., TekSavvy) and/or tendsto contain content that competes with

13 Odlyzko, supra note 1, at para. 1.
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tha of thar own affiliated content providers (e.g., videosdistributed by P2P vs. purchased
from Bell@ onlinevideo store). It may nat be pure coinddence, for example, that Telus
which is not as heavily-invested in content produdion as Bell, does not throttle P2P traffic.
More evidence regarding | SP motives for throttling is needed before such speculation can
befairly dismissed.

[183]1t isalso worth noting, as Bill St. Arnaud does in histestimony, tha | SPs have astrong
incentive to encouragethar usersto subscribeto highe-priced services, regardless of
capecity, and tha thisincentive could bea motivating factor behind traffic throttling. At
any given DSLAM or cable network stub, there will be different subscribers with different
contracted bandwidth rates. When congestion occurs at that node the | SP may throttle
equdly or on some basisrelated to their usage and/or contracted bandwidth. By targeting
their throttling on low bandwidth subscribers, | SPs can Qupsall Oto such cusomers without
increasing capeacity. Thiswould clearly be an unjustly discriminaory practice and should
not be permitted.

[184]CDM therefore submits tha relieving congestion may not be the only motive behind ISP
use of Traffic Interference measures, and tha any such additiond motives are relevant
insofar as they conflict with telecommunicationspolicy objectives.

I11) Doesthemeasure in question discriminate among users, applications,
protocols or other content-related aspects of trafficaslittle aspossible,
taking into account all other possible approachesto relieving congestion?

[185]As set out aboveunde Q.(2)(f) and in thetestimony of Bill St.Arnaud and Dr. David Reed,
there are many ways in which I SPs can managetraffic so asto avoid congestion. Such
practices indude

a. Upgrading neworks so as to increase capecity;
b. Pricing based on usage, designad to encourage off-peak use;
c. VariouslETF-approved practices, induding:

d. Differentiated Service labds (alows the endpontsto specify which packets or
flows can tolerate ddays or reduaed priority for capecity);

e. Queuepacket drops Early Congestion Notification, and RandomEarly Drops
(sgndsto endponts that congestion is imminent which causes them to reduce
ther usage quickly);

f. Rerouting of flows (rebaances load when aternaive pahsare available to the
destinaion); and
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g. Traffic-smoothing/fpacket-grooming (vendor-suppied techniques tha limit the
pesk rates of bursty packet flows at an ingress point).

[186]Noneof these methodsof managing network congestion involve discriminaion and
therefore donotraiseissuesunde s. 27(2) of the Act.114 Thus they should beexhauged
before an ISP resorts to methodsthat do invdve discriminaion amongusers, applications
or protocols, in order to manage network congestion.

[187]Aslongas any nondiscriminaory methodsof traffic management such asthose listed
abovehave not been fully exploited by an ISP, that ISP fails the Oninimal imparmentOtest
when it engagesin traffic management practices such as application-based or user-based
throttling tha necessarily involve discriminaion amongapplicationsor users, and tha
impedethe user experience.

[188] Thethird prongof thetest need notbe ansvered where an ISP has failed oneof thetwo
other prongs CDM submitsthat thisisthe case here, as noneof thel SPs engagingin
discriminaory Traffic Interference have satisfactorily demongrated their exhaugion of
other, non-discriminaory methodsof traffic management.

[189]Neverthdess, we submit that the adverse effects of Traffic Interference onusersis out of
propottionto its effectivenessin relieving congestion, and therefore fail s the third prong of
the propottiondity test.

[190] Throttling of P2P and other traffic has clearly resulted in a significant degradaion of
service for many interngt users. It has significantly diminished thereliability and qudity of
internet communicationsfor large numbers of users, has not respondel to the economic
and sodal requirements of users, and has eroded user privacy, contrary to
telecommunicationspolicy objectives as set outin ss.7(b), (h) and (i) of the Act. (see more
on policy objectives, bdow)

[191]Moreover, as noted aboveunde part (a) of the proportiondity test, discriminatory traffic-
management techniques such as throttling may beused by | SPs to accomplish other,
entirely different objectives such as impeding competitors and/or encouraging cusomers to
upgradeto highe-priced services. But even where such motivationscannotbe proved, if
the effect of traffic management is to disadvantage competitors or to unfairly extract more
revenuefromlow-volume subsribers, such effects, taken together with other direct and

114 Usage-based pricing involves product differentiation (i.e., different prices for materially different services), not
price discrimination (which, in economic terms, means the charging of different prices for the same service).
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indirect adverse effects, mug be measured agang thevaue of congestion relief achieved
by Traffic Interference.

[192]CDM submits tha Traffic Interference, regardless of | SP motivations has had theeffect of
impeding competition and innovaion by targeting a particular application or protocol used
by compdtitors of ISPsto ddiver their competing content and by directly or indirectly
targeting users who are dispropottionaely sub<cribers of competing ISPs. Thus in
addition to itsdirect adverse effects on users, ISP Traffic Interference has indirectly
harmed users by impeding competition and innovdion, contrary to the telecommunications
policy objectives set outin s.7 of the Act.

[193]1n sum, althoughTraffic Interference may have been effective in relieving network
congestion at theindividud ISP level, it has been s0 a avery high price, and without
sufficient judification. CDM submits tha the cumulative impact of such adverse effects
onusers vastly outweighsthe effectiveness of throttling in relieving network congestion,
and therefore fails thethird prong of the propottiondity test.

b) Conclusion: App lication of Proportionality Testto Traffic Interference

[194]For all these reasons CDM submits tha blocking, throttling or otherwise interfering with
certain kindsof traffic (i.e., Traffic Interference) for the stated purpo<e of relieving
network congestion unjugly discriminaes amongapplications protocols, and/or users of
internet services contrary to s. 27(2) of the Act.

Question (5) DProhibitions with respect to O®ntentQ s. 36 of the
Telecommunications Act

a) Controlling Content, Inf lu encing Me aning or Purpose

[195] The Public Notice asks, in Q(5) @ and b):

a) What, if any, Internet traffic managenent practices employed by ISPs
would result in controlling the content, or influenang the meaning or
purpo< of telecommunications?

b) For any Interne traffic management practice identified in (a), what
criteria should the Commission apply in deermining whether to
authorize such practice?

[196] CDM submitstha traffic management practices can conditute control of content and/or
influence the meaning and purpo<e of telecommunications contrary to s. 36 of the Act. In
particular, management practices that stray into Traffic Interference practices can easily
violate s. 36.
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[197] Section 36 states:

Except where the Commission approves otherwise, a Canadian
carrier shall not control the content or influence the meaning or
purpose of telecommunicationscarried by it for the public.

[198] Section 36 gives statutory force to the prindple of common carriage: carriers should not
control or influence the content of wha they carry. This amountsto adud prohibition
agandg:

a. controlling the content of telecommunications and
b. influendng the meaning or purpo<e of telecommunications

[199] Applyingtheordinary meaning of thewords it isclear tha the section 36 prohibition
applies to both the purpose and effect of a carrier@ practices. In other words where a
carrier@ traffic management practices have the effect of controlling content, or the effect of
influendng its meaning or purpose, the carrier will fall afoul of the Act. Motivesare nota
necessary pat of theandysis.

[200] TheCDM submits tha blocking access to specific content would plainly contravenethe
prohibition of s. 36. Carriers who do so play therole of censor, and attempt to control
information communicated. However, mog internet traffic management practices are not so
blunt Theapplication-specific throttling commonin Canadatoday, for example, does not
blodk access to content, butrather slows access to content Bbutthe content is till
theoretically available.

[201] In oursubmission, application-specific throttling cannotwithgand scrutiny unde section
36. Thekindsof legitimate content distributed throughP2P reflect divisionsin the origin of
onlinecontent. Origind content distributed via P2P tendsto beindgpendently produced, or
lack a maingream media producr. Maingream or traditiond media, in contrast, tendsto use
server-centric online distribution mechanisms, or content distribution services such as
Akamai Technologies. P2P distribution represents the ultimate disintermediating power of
theinterng. Using P2P, indgpendent content creators can obtain globd distribution without
engaging companies that straddle distribution bottlenecks. Traffic management practices that
target P2P applicationsalso target such content distributors.

[202] This perspective is bom out by the Comments of content organizationsin this proceeding.
The Documentary Organization of Canada (OCQ states tha:

P2P file sharing through BitTorrent is a versatile, cog-effective,
and efficient mechansm to distribute indgpendent doaumentary
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film that is currently beng employed in varying degrees by
Canadan filmmakers. '*°

[203] DOC goesonto expressits concern with application-specific traffic management
practices tha target BitTorrent:

The ISP practice of throttling to manage Internet traffic is a
particular concern to the Canadan doaumentary filmmaking
community. DOC suppotts the notion of Net Neutrality. By
employing traffic shaping techniques that target P2P applications
| SPs are effectively taking on therole of gatekeepers. [E ]

The voices and films of indgendent filmmakers, and of lower-
budge emerging and activist filmmakers in particular, are caught
in the crossfire of this Internet managenent practice.™°

[204] DOCG submissions with respect to section 36 are particularly compdling:

Application-specific throttling practices interfere with and hinde
the ability of doaumentary filmmakers to freely distribute thar
work. E We note, in addition, that among our members, at least,
andwithin thewider doaumentary community, it is theindependent
filmmakers, the emerging filmmakers, the young and the amateur
filmmakers who are mog likely Balthoughclearly not exclusvely b
likely to seize on BitTorrent to distribute. Maingream filmmakers
andlarger, established filmmakers are likelier to hawe distribution
arrangements that do not require alternative distribution modds.
Thus current traffic management practices systematically favour
mainltls;tream media while burdening emerging and independent
film.

[205] DOC aso identified tha theonly large ISP in Canadatha lacks significant content
undetakingsis also the only oneof them to refrain from application-specific throttling:

Many of these ISPs also hold content distributon arms, either
cable televison undetakings (e.g., Roges, Shaw) or broadag
undetakings(e.g., Bell). Fromour own conpetitive perspective, it
istelling that noneof the traffic managenent practices undetaken
by these ISP affect the@r own content distribution in the
dightest.!'®

15 DOC, Letter to R. Morin re Telecom Notice of Public Consultation and Hearing CRTC 2008-19 (23 February,
2009).

"0 bid.

" bid.

8 1bid.
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[206] Application-specific traffic management practices are not content neutral. Throttling
BitTorrent burdenscommunicationsthat rely onit. Fundamental economnic logic applies.
restricting supply has an impact onthemarket for thethrottled communication. Application-
specific traffic management practices will result in less of the communicationsthat rely on
the application. CDM suppotts DOC@ submission in thisregard:

Application-specific traffic managenent practices that targe
BitTorrent will ultimately result in less content beng distributed
through that application. To hold othewise is to assume that
thoee who choose to download our films are not rational.
Throttling ddays ddivery and frudrates viewers. Throttling
restricts supply B how can the practice not have any effect on
content viewed?

[207] TheCDM obsrves tha DOC@ submission is condstent with that of other alternaive
media points. Miro isan aternaive onlinevideo distribution platform distributor that
utilizes BitTorrent to distribute authorized content. Miro@ submissionsidentifies the anti-
competitive undetones of carriers with content undertakingsthrottling competing content
distribution:

When traffic shaping practices are employed to limit access to
Internet applications (such as P2P) that otherwise compee with
the carrier® core business, it undemines fair conpeition, and
conaumer choice. *°

[208] Miro also identifies theimpact tha application-specific throttling can have on
communications

The effect is that consumers will be dissuaded from usng the
applcations of thar choice if such applications are selectively
degradad by carriers. Consumers will be forced to use other
applicationsthat may not meet ther nesds as effectively.'?

We condudethat carriers employing application-specific content management systems cannot
survive achdlengeunde s. 36 where the application targeted carries authorized communications
tha are at least partialy differentiated from other competing applications Such practices burden
communicationswith the effect of controlling the content of the communicationswhere the
burden is sufficient to dissuade some users from accessing or dissuading some content providers
fromdistributing entirely. Such practices may similarly have theeffect of influencdngthe
meaning or purpo<e of thecommunicationsfor the same reasons

19 Miro, Letter to R. Morin re CRTC Telecom PN 2008-19 (23 February, 2009), para. 20.
120 hid. at para. 23.
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Question (6) BDThe Policy Objectives of the Telecommunications Act

[209] The Public Notice asks, in Q(6) a):

a) What issues do Interng traffic management practices raise
concerning the policy objectives of the Act?

[210] Traffic Interference undemines a numbea of thetelecommunicationspolicy objectives set
outins. 7 of theAct. CDM highlights afew issues beow.

a) Undermining the reliabil ity and quality of telecommunications services

[211]Subs 7(b) establishes the objective of rendeaing Geliable and affordable
telecommunicationsservices of high quality accessible to Canadiansin both urbanand
rural areasin all regionsof CanadaD

[212]Rather than investing in sufficient network capecity to avoid congestion, implementing
usage-based pricing to discourage excessive use, or fully exploiting the variousnon
discriminaory and |ETF-approved methodsof traffic management, some | SPs have chosen
traffic management measures tha are explicitly designed to undeminethereliability and
qudity of some communications contrary to subs 7(b).

[213]Some ISPs claim that such measures are needed to maintain overall reliability and qudity
of telecommunications arguing tha reliability and qudity for mog users would be
undeminad if they did notengagein Traffic Interference. But as pointed out above ISPs
arein full control of thereliability and qudity of thar nework; it isthar own
oveasdlinglunde-provisioning tha has led to congestion and the consequent undemining
of thereliability and qudity of telecommunications services.

[214] Throttling of interne traffic by I SPs has had theindisputable effect of undeminingthe
reliability and qudity of telecommunications Indeed, it isexplicitly designed to reduce
thequdity of some communicationsin order to avoid congestion on the network, and to do
so in amanne tha isunpredictable and therefore unreliable from the user perspective.

b) Undermining competitiveness of Canadian telecommunic ations

[215]Subs 7(c) sets out the objective of Genhane{ing] the efficiency and competitiveness, at the
national andinternational levels, of Canadian telecommunicationg)

[216]By choosngto throttle traffic rather than invest in facilities, some | SPs are undemining
the compdtitiveness of Canadian telecommunicationsas awhole. Asnoted in our
submissionsabovewith respect to broadband provisioning (see Question (2) f)), Canada®
broadband provisioning metrics are falling behindthose of other nations

46



[217]Moreover, to the extent tha | SPs are able to use traffic management techniques to frudrate
thar competitors, the competitiveness of Canadian telecommunicationsclearly aso
suffers.

[218]Another policy objective, in subs 7(g), is Qo stimulate research and developrment in
Canadain thefield of telecommunicationsandto encourageinnovation in the provision of
telecommunicationsservicesQ

[219]By throttling emerging new telecommunicationsprotocols such as P2P and file-sharing
applicationssuch as BitTorrent, |SPs are clearly stifling innovaionin the provision of
telecommunicationsservices, directly contrary to subs 7(g) of the Act.

[220]As CDM stated in its submissionsto the CRTC in the matter of CAIP v. Bell,

[221]P2P applicationsare an emerging and important form of telecommunications In fact, ther
efficiency and adgptability mean tha they may become the dominant means of
communication in thefuture. CDM has attached as Appendix 1 adoaument entitled
CEmerging Applicationsof P2P TechnologiesOtha describes the diverse rangeof
legitimate and licensed content tha is distributed via the P2P protocol and which Bell is
controlling throughits Deep Packet Inspection (OPIQ devices.

[222] As atechnology still initsrelative infancy, it is unclear wha innovaive and essential
applicationsP2P protocols may eventudly facilitate. Should the Commission counenance
Bell& current approach to traffic-shaping, it will effectively place Bell and other
incumbent carriersin a postionto decide which of theinnovaive and condantly emerging
applicationswill receive widespread uptake. CDM notes tha Bell, in itsrespongsto the
Commission®@interrogaories, is careful to refer to its Qurrent shaping rules®3 (emphasis
adddal), reservingits prerogdiveto unilaterally ater onae agan theflows of interne traffic.
Ceding such control to Bell would undemine the uniqueinnovaion environment onthe
internd, aresult that is clearly contrary to the statutory policy objective of encouraging
innovdion in the provision of telecommunicationsservices.

[223]It isapdicy objective unde subs 7(h) Qo respondto theecononic andsodal
requirements of users of telecommunicationsservicesQ

[224] Throttling of P2P communications and file-sharing applicationsclearly fails to respondto
the demandsof users who are relying on such protocols or applicationsfor economic or
sodal purposes. Especially when there are other non-intrusve methodsof dealing with
network congestion, and especially when donewithoutfull and trangparent natice, such
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practice notonly failsto respondto user needs butindicates a disturbing disregard for
cugomers.

[225]Even if such throttling is doneto protect the econamic and sodal requirements of oneclass
of user, thefact tha it frudrates othe users makesit incongstent with this policy objective.
Subs 7(h) isnotlimited to a certain class of users; it speaksto theneedsof al users.
Traffic management techniques should be designed so as to respondappropriately to the
needsof al users, notjus a selected portion.

[226]Subs 7(i) establishes thefinad policy objective of @ontribufing] to the protection of the
privacy of person0

[227]One of themog disturbing aspects of certain forms of Traffic Interference (e.g., Deep
Packet Ingpection) practised by some Canadian ISPsisits privacy-invasiveness. Asthe
recent Heavy Reading Report commissioned by the CRTC, ISP Traffic Management
Practices. The State of the Art, states:

DPI equipment ingpects the contents of padkets traveling across
an IP network. It can more or less accurately identify the
application or protocol in use by examning the source and
destination |P address, the port nunber, and padet payload*

[228]Many people have expressed concern aboutthe privacy invasiveness of Deep Packet
Ingpection, especially when used by telecommunicationscarriers whose busnessis to
carry traffic, notto ingect it. (See, for example, the submission of Christophe Parsonsin
this proceeding.)

[229]0n May 9. 20008 CIPPIC filed aforma Complaint unde the Personal Information
Protection and Electronic Documents Act (QPIPEDAQ with the Office of the Privacy
Commissioneg of Canada (GDPCCQ), allegingthat ISP use of DPI for traffic management
purposes congituted a seriousprivacy invasion, an unlawful collection and/or use of
persond information, and aviolation of PIPEDA. CDM adoptsthe submssonsmadein
tha Complaint, herein.?* As of the date of filing this submission, the OPCC has not yet
rendered its finding on CIPPIC@ Complaint.

[230]Regardless of the OPC@ determination of whether Bell et al @ use of DPI violates
PIPEDA, CDM submitsthat it clearly does not contribute to the protection of the privacy
of pasons Indexd, by allowing I1SPsto examinethe content of traffic on ther networks,

12! Heavy Reading, ISP Traffic Management Practices: The State of the Art (2009)
<http://www .crtc.gc.ca/PartV 11/eng/2008/8646/i sp-fsi.htm > [Heavy Reading].

122 See http://www.cippic.calindex.php?page=pipeda-complaints for alink to the CIPPIC Complaint and
supplementary filings.
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DPI contributes to the eroson of user privacy. Aslongas |SPs are permitted to Gpen the
envd opeDand examine any aspect of the content (induding application type) of traffic that
can belinked to an individud sub<riber, they are infringing on user privacy.

[231]As noted in CIPPIC@ May submissionsto the OPCC, Deep Packet Ingection (asits name
suggests) is designed precisely to ingpect packets of data at a QlespOlevel, as contrasted
with Ghalow packet ingpectionGcommonly used by ISPs to route traffic. It examines
Layer 7, thedesgpest layer of the Open Systems Interconnection modd of communications
in order to allow for better identification of undelying applications®

[232]Moreover, DPI permits | SPsto link traffic with particular sub<cribers so asto engagein
subgcriber-based traffic management. Asthe Heavy Reading report states:

Technology developrment and market demand is shifting from applications
managenent to sub<riber management. Managing at the sub<criber level

gives service providers more options andis linked to emerging conaepts
such asidentity managenent.***

[233]1SPs have no busness examining the content of traffic flowing over ther networks except
asrequired by law (e.g., in respon® to a court orde), jus asthey have nobusness giving
priority to certain communicationsover others except infar as oneuser has pad fora
faster service than theother.  All exceptionsto this well-established rule of common
carriage, such as for the purposes of spam containment, should beclearly defined and
circumscribed.

[234]Only if it isdetermined that some form of Traffic Interference is needed in order to achieve
apressing and subgantial policy objective, should the Commission even consder
permitting | SPs to engagein such activity. And then, theform chosen should passa
propottiondity test with respect to privacy invasion, smilar to that applied aboveunde
subs 27(2). In particular, the methodused should be demondrated to be effective in
relieving congestion; there should be no other, less privacy-intrusve method of achieving
tha god; andthe privacy-invasiveness of the method should be outweighed by its valuein
relieving network congestion.

[235]CDM submits tha the use by Canadian | SPs of Deep Packet Ingpection does not pass this
test. DPI, while obvioudy attractive to some | SPsfor ther own strategic reasons isa
highly privacy-invasive methodof relieving congestion. There are many other, non
privacy-invasive methodstha 1SPs could ingead use for this purpose, induding nework
provisioning, pricing incentives, and IETF-approved technical means of managing traffic
(see above.

128 Heavy Reading, supra note 121 at p.8.
**1bid.
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[236]CDM submits tha a combinaion of the abovethree approaches to traffic management is
more than sufficient to avoid congestion on the nework and tha DPI and similar privacy-
invading technologies should therefore not be permitted as traffic management tools. At a
minimum, given the privacy-invasiveness of DPI and related technologies, it isincumbent
onthe CRTC to establish rules that clearly limit ISP use of such technologiesin order to
protect the privacy of users.

Question (7) BThe Policy Direction

[237] The Public Notice asks, in Q(7) @ and b):

a) In light of the Policy Direction, address the requirement for, and the
appropriateness of, implementing any regulatory measuresin relation to
Internet traffic management by | SPs.

b) For each proposd regulatory measure, comment on how such
measure would be congstent with the Policy Direction as well as how
these measures could beimplemented in thelead intrusve manne.

[238] The Governorin Coundl hasissued an Order Issuing aDirectionto the CRTC on
Implementing the Canadian TelecommunicationsPolicy Objectives, P.C. 20061534,14
December 2006 (the Policy Direction), which requires the Commission to, anongother
things

a. rely onmarket forces to the maximum extent feasible and when relyingon
regulation,

b. use measuresin amanne tha interferes with market forces to the minimum
extent necessary to meet the policy objectives, and

c. ensure tha non-econonic measures are implemented, to the greatest extent
possible, in asymmetrical and competitively neutral manne.

[239] The QPolicy DirectionCOrequires that the Commission rely on market forces to the
maximum extent feasible in order to achieve thetelecommunicationspolicy objectives, and
when relying on regulation, to use measuresin amanne that interferes with market forces
to the minimum extent necessary to meet the policy objectives.

[240]In theabsence of regulatory action limiting ther choice of traffic management approaches
and techniques, Canadian | SPs have chosen to engagein practices such as application-
based throttling, which CDM refersto as Traffic Interference. Asexplained above Traffic
Interference by 1SPs undemines a nunmber of important telecommunicationspolicy
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objectives. Moreover, as also explained above it violates Telecom Act rules agang unjust
discriminaion, undueor unreasonable preference, and influenang the meaning or purpose
of telecommunications

[241]Clearly, reliance on market forces alonehas failed to ensure that 1SPs use traffic

management methodsthat are congstent with pdicy objectives. I1n keeping with the Policy
Direction, thisis a matter for which some kind of regulationis needed to enaure tha policy
objectives are met; market forces are insufficient on thar own.

[242] Effective regulatory intervention in this case need notinterfere significantly with market

forces; indeed, it should be designead to facilitate the effective use of market forces by
enauring tha consumers and others are informed aboutcongestion levels on | SP networks
throughthe pulic availability of oversubriptionratiosand utilization rates based on
standardized methodobgy. Asexplained by Bill St. Arnaudin his attached testimony,
publication of such informationwill create an incentive for ISPsto invest in nework
capecity rather than to throttle thar cusgomers.

[243]1t should aso place clear limits on Traffic Interference by ISPs, so asto create incentives

for thedesign and deployment of traffic management technologies that are congstent with
telecommunicationspolicy objectives. This has nat been the case to dae because of the
failure of regulatorsto provide such direction to the marketplace. 1nthe absence of
regulatory direction, telecommunicationstechnology designe's and service provide's have
developead and marketed produds such as DPI tha are incongstent with policy gods and
tha have indeed led to a seriouseroson of godsinduding thereliability and qudity of
telecommunicationsservices, competition, innovaion, and user privacy.

[244]Althoughsignificant damage has aready been sudained as a result of this regulatory

failure, it isnat toolate for the CRTC to step in and providethesigndstha the
marketplace is not providing and cannotprovide on its own.

[245]CDM therefore submits tha regulatory intervention is clearly needed in order to ensure

tha ISP traffic management does not undemine statutory policy objectives, and tha such
intervention as proposed abovewould be entirely in keeping with the Policy Direction.

(8) Traffic Management PracticesDA Global Perspective

[246] The Public Notice asks, in Q(8) a) and b):

a) Discuss any initiatives beng examned or undetaken in other
jurisdictions in relation to the issues raised in this proceeding
concerning the Internet traffic management practices of ISFs.
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b) With respect to any initiatives described in part (a) of this question,
discuss thar possible applicability in Canada.

[247]CDM has reviewed relevant initiatives and approaches in anunmber of other jurisdictions
Below is adescription of each, after which we discuss the applicability of such approaches
in Canada

[248]Japan, dongwith Korea, has thefastest internet speedsin theworld, and amongthe lowest
prices for bandwidth.'® Japan has seen asignificant increase in internet use over the past
several years, driven in large part by fibre to thehome (FTTH) deployments.**® The
Japanese govanment has set atarget of 100% penetration of broadband services by
2010

[249]According to Yasu Taniwaki of the Japanese Ministry of Internd Affairsand
Communications Japan maintainsan internet service provide environment that is
relatively more competitive than tha of North America, dueprimarily to the opening of
NipponTelegraph and Telephone(NTT) infrastructure to third party DSL resellersin the
early-2000s'%®

[250]As part of its ONew Competition Policy Program 2010 Othe Japanese govanment has
indicated that theinternet in Japan should provide Gequd access to networksOwith
Cequitable cog distribution [between] networksO™ Therefore, traffic management
practices should allow the nework to beaccessible to a variety of applications protocols,
and users.

[251]In respong to concernsabout! SP traffic management practices, in 2007the govenment
mandaed Japan'stelecommunication indudry and internet service providersto create a set
of opeationd guddines for traffic management which would be compatible with Japanese
law and the govenment@ policies. Four telecommunicationscarrier organizations-- the
Japan internet Providers Assodation (JAIPA), the TelecommunicationsCarriers
Assodation (TCA), theTelecom Services Assodation (TELESA), and the Japan Cable and
TelecommunicationsAssodation (JCTA) -- established the Study Groupon the Guiddine

125 Organi zation for Economic Co-operation and Development, GPrice ranges, Mbit/s, Oct. 20070(2007),
<http://www.oecd.org/sti/ict/broadband>.

126 Hiromichi Shinohar, GDverview of Japanese FTTH Market & Lessons learned from FTTH deployment in NTTO
(2007), <http://www localret.es/l ocal retnews/bandaampl a/num18/docs/11num18.pdf> at slide 2.

2T Ministry of Internal Affairs and Communications (MIC) International Affairs Department, Telecommunications
Bureau, GDutline of 2007 Information and Communications in Japan White PaperO(2007, October 12)
Communications News, 18(13), <http://www.baller.com/pdfs/Japan_MIC_10-12-07.pdf>.

128 y asi Taniwaki, ONetwork Neutrality and Competition Policy in JapanO(2007, December 4) Presentation at the
WIK Conference <http://www.soumu.go.jp/joho_tsusin/eng/presentation/pdf/071204_1.pdf> at slide 8.

129 Taniwaki, Network Neutrality and Competition Policy in JapanOat slide 18.
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for Packet Shapingin September 2007 and published a nationd 1SP GGuiddinefor Packet
ShapingGn May 20081°

[252] The Guiddine provides a clear set of prioritized respongs to traffic management issues on
Japanese networks. The Guiddine states that its Quasic conaeptOis that thefirst respons to
network congestion should beincreasing network capecity.131 Only in Gexceptiond
circumstancesOshould traffic shaping be used, Quhere thetraffic of a specific heavy user
excessively occupies the network bandwidth and consequently degrades the service of
general users.3* The Guiddine describes two types of acceptable traffic shaping:
restricting the bandwidth, or cancelling the access, of heavy users, and; restricting the
bandwidth use of specific network applications™®

[253] The exact meaningsof heavy userOand Gypecific applicationCere allowed to vary on
case-by-case basis, depending on specific ISP capecity. However, the Guiddine states that
objective data mug be used to judify thetraffic management; daa mug show tha the
qudity of servicefor all usersisbengdegraded by traffic from some users or
applications™*

[254] The Guiddinefurther statestha it is not reasonable to implement packet shaping measures
uniformly againg all users of a peer-to-peer file sharing software, asit isimposible for the
ISP to determinethelegdity the content distributed.** Further, it is also consdered
ingopropriate to completely block thetraffic from such applications as Gnore moderateO
methodsof traffic management are available.*®

[255] The Guiddine also indicates that it would be contrary to Japanese law to implement traffic
shaping withoutobtaining clear consent from cusomers.*’ As a practical matter, users
mug beinformed aboutther | SP's packet shgping policy in thar contract terms and
conditions and agree to them at that time. | SPs are also required to providerelevant
information to content providers and other | SPs about any traffic shgping tha may impact
them.’® The Guiddine states explicitly tha traffic shaping must respect individud user

130 Adam Peake, (Presentation to Policy Roundtable 2: Benefiting for convergence, net neutrality & innovation and
developmentO[ PowerPoint] (2008, June 16) OECD 2008 Ministerial Meeting on the Future of the Internet
Economy, Civil Society-Organized Labour Forum, in Seoul, Korea,

<http://thepublicvoi ce.org/events/seoul 08/OECD-Peake.pdf>.

Japan Internet Providers Association, Telecommunications Carriers Association, Telecom Services Association,
Japan Cable and Telecommunications A ssociation, Guideline for Packet Shaping (2008),

<http://www jaipa.or.jp/other/bandwidth/guidelines_e.pdf>.

32 hid., at p. 4.

3 1bid.

3% 1hid., at pp. 4-5.

25 hid., at p. 4.

% 1hid., at p. 9.

37 hid., at p. 9.

38 hid., at p. 11.
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privacy, therefore making such technologies as degp packet ingoection unusblein
Japm.l39

[256] The Guiddine alows packet shagping withoutconent of theuser if such nework
management is Qawfully justifiable, 3% typically in cases where theintegrity of the
network from a security standpont is threatened.

[257] Peer-to-peer technology, while known to be the source of significant traffic management
chdlengesin Japan, isalso consdered likely to beakey solution for efficient traffic
management in the future™*! Alongwith spon®ring the development of the Guiddine, in
2007the Japanese Ministry of Internd Affairs and Communicationssuppoted the creation
of a@P2P Network Experiment Coundl,Omade up of content providers, electronics
manufacturers, and I SPs.*** The Coundl was mandated with thetask of studyingthe use of
P2P technologies for thedistribution of audio and video content to Japanese consumers.

[258]In 2007,the P2P Network Experiment Coundl stated tha they bdieved that Japan, despite
having amongthelargest capacity consumer networks in theworld, was unlikely to
successfully distribute new media content withoutdecentralized distribution** 1n 2007
and 2008,the Counal conduded experiments on P2P content distribution, induding the
sharing of animation titles from GONZO K.K.**

[259]Cable television has a significantly smaller penetrationin Europethan in North America,
and mos European housholdslack a GecondwireObeyondtha originaly ingalled for
telephonywhich could provide high speed internet access to the home.**> However,
competition among European ISPsis geneaaly conddered more robug than in North
America, as more than 40%of DSL service is provided by third paty resdllers, athough
this varies subgantially by county.**® Accordingto Carter et al., real competitionexistsin
this environment only if thewholesale bandwidth provider is prevented from negaively
impacting the qudity of the service itsretail competitors offer to thar cusomers.

39 hid., at pp. 6-7.

140 1hid., at p. 7.

141y asi Taniwaki, (Broadband Competition Policy in JapanO(2008, March), <http://www.too-
much.tv/files/080303_bb_policy_in_japaneu.ppt> at dlides 29-30.

142 Ministry of Internal Affairs and Communications (MIC), GP2P Network Experiment Council Symposium to Be
HeldO(2008, February 1),

” <http://www.soumu.go.jp/joho_tsusin/eng/Releases/ Telecommunications/news080201_1.html>.
Ibid.

144 GDH K K., GGDH Announces P2P Distribution of Animation TitlesO(2007, December 26),
<http://vww.mania.com/gdh-announces-p2p-distribution-animation-titles_article_85497.html>.

145K . Carter, J.S. Marcus, C. Wernick, ONetwork Neutrality: Implications for Europe(2008)

146<http://WWW.Wik.org/content/dis;kus;/dis;kus_314.pdf> at p. 38.
Ibid.
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[260]In the past, European telecom regulators emphasized compeition as a key mechanism to
protect telecommunicationsand broadband conaumers.**’ Regulators bdieved tha if a
paticular ISP in some way restricted user rights, say to access VolIP or P2P networks, the
user would be able to switch to another ISP tha did not. Rather than taking a particular
stand onwha network services should be offered, regulators relied on the market to
providea strongincentive for |SPs to satisfy consumers with varying services.** Carter et
al. described the 2002European Union Telecommunicationspolicy framework for | SPs as
follows:

Thecurrent framework explicitly allows opeators to offer different
services to different cusomer groups since price discriminatonis
perceived aswelfare enhandng. It does not allowthos who arein
a dominant postion to discriminate againg others in an
anticompditive manne; however, it does not provide [national
regulatory agendes] with the meansto intervene againg opeators
which are not deemed to hawe [significant market power] in the
event that they discriminate againg others.**

[261]1n 2006,UK mobile provider T-Mobile launched its Web@@Valk G3-based mobile
internet service, but specifically disallowed the use of voice over IP (VoIP) and ingant
messaging (IM) over its network.*® Peter Ingram of UK telecom regulator Ofcom has
argual tha because cusomers could switch to other mobile internet offeringstha did not
have these restrictions T-Mobile changed its offering to allow such activities, thoughat an
increased price, providing a Gnarket solutionCto the matter.*>*

[262]In 2008,the European Commission (the executive branch of European Union) madea
series of recommendaionsconaerning ISP traffic management, the mgjority of which were
subsequently endorsed, in prindiple, by the European Parliament.*>? While recognizing tha
Oegitimate network management practicesE  and traffic prioritizationQcan beimportant
drivers of growth andinnovaion for 1SPs, European Commissione for Information
Sodety and Media Viviane Reding stated in September that anti-competitive behaviour
limiting consumer choice should be consdered unacceptable.*>* Aswell, Reding indicated

147 3, Castle, GEuropean telecom regulators emphasized competitionO(2008, March 19)
<http://www .nytimes.com/2008/03/19/technol ogy/19wirel ess-web.html >.
148 Carter et al., supra note 145 p. 43.
“bid.
130 ¢ williams, Or-Mobile dumps Vol P restrictionsO(2006, September 29)
<http://www .theregister.co.uk/2006/09/29/tmobile_voip_tariff>.
31 b Ingram, Cshould regulators be concerned with net neutrality?0(2006, December 11) Ofcom Communications
Research Networks (CRN) <http://www.cambridge-mit.org/object/download/1733/doc/I ngram%20P.pdf>.
152/, Reding, Net Neutrality and Open Networks  Towards a European Approach (2008, September 30) Speech
presented at Network Neutrality - Implications for Innovation and Business Online Conference, Copenhagen,
s <http://europa.eu/rapid/pressRel easesA ction.do?reference=SPEECH/08/473>.
Ibid.
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that the EU may, in future, impose Gninimum qudity levels for network transmission
services based on technical standads O

[263] These recommendaionshave been reflected in draft legidation (Qhe Telecom Package
2009Q currently being conddered by the European Parliament. The proposd amendments
are to the EU Directive 200222/EC concerning Quniversal service and usersCrights
relating to electronic communicationsnetworks.OThe amendments specific to network
management issues are as follows:

Recital 16: QA competitive market should ensure that users are
able to hawe the quality of service they require, but in particular
cases it may be necessary to ensure that public communications
neworks attain  minimum quality levels so as to prevent
degradaton of service, the blocking of access and the dowing of
traffic over the networks. In particular, the Commission should be
able to adoptimplementing measures with a view to identifying the
qualty standads to be used by the national regulatory
authorities.O

Article 22.1: OMember States shall ensure that natonal regulatory
authorities are, after taking account of the views of interested
parties, able to require undetakings that provide publicly
available electronic communications services neworks andbr
services to publish comparable, adequate and up-to-date
information for end-users on the quality of thar services, induding
andon meaaures taken to ensure equivalent comparable access for
disabled end-users. The information shall, on request, also be
supplied to the national regulatory authority in advance of its
publication.O

Article 223: On order to prevent degradaion of service and
hindeing or dowing of traffic over networks, Member States shall
ensure that national regulatory authorities are able to set
minimum quality of service requirements on undetakings
provding public communications networks. The Commission may,
havng conailted the Authority, adopt technical implementing
measures concerning minimum quality of service requirements to
be set by the national regulatory authority on undetakings
providing public communicationsnetworks.0°

154 | 1Ai
[bid.

135 pProposal amending Directive 2002/22/EC on universal service and usersCrights relating to electronic
communi cations networks (2009),
<http://www.iptegrity.com/pdf/Industry.Coalition.amendments.USD.directive.pdf>.
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[264] These amendments, designed to ensure tha users access to particular types of content or
applicationsis not unreasonably restricted, are opposed in ther current form by some
telecommunicationsproviders.™*® The package a so containsdirectives tha subsribers be
informed of any changeto the provider'straffic management policies. At thetime of this
writing, the Telecom Package has received second reading in the European Parliament.™’

[265]1n a February 2009speech before the Lisbon Courcil, European Commissione for
Information Sodety and Media, Viviane Reding, stated:

New nework managenent techniques allow traffic prioritisation.
These tools may be used to guarantee good quality of service but
could also be used for anti-conpetitive practices. The Conmission
hastaken additional steps, through measures proposed to reform
our telecom padage to better prevent such unfair abu® to the
detriment of consumers.™*®

[266] Conaerns have also been raised aboutthe use of deep packet ingoection for traffic by the
Article 29 Working Party, which advises the European Union on privacy matters.**

[267]When compared to Japan and Europe broadband competitionis more limited in the United
States, with mos markets having, at best, competing DSL and cable-based | SPs.
Government measures in the 1990sto force incumbent | SPs to resell accessto thar
infrastructure were only partially successful in expanding competitive offerings™®
According to the Congressiond Research Service, the American ISP market islargdy one
of ISP duopoles.*®*

[268]In the United States, cable television and telephore infrastructures are regulated
differently; the TelecommunicationsAct of 1996designaed cable as an Gnformation
service,Owhile telephonebased internet access services are Qelecommunications
services. 3% Only telecommunicationsservices are subject to common carrier rules. Asa

136 M. Horten, (Harbouring compromises in the Telecoms PackageO(2009, February 16),
<http://www.iptegrity.com/index.php?option=com_content& task=view& id=255& Itemid=9>.

7M. Horten, OMCO dlips astitch on net neutrality voteO(2009, February 20),
<http://www.iptegrity.com/index.php?option=com_content& task=view& id=258& Itemid=9>.

138 \/. Reding, Freedom of speech: ICT must help, not hinder V. (2009, February 3) Speech at event on the idea of an
EU US Global Online Freedom Act, EP Plenary Session, Strasbourg,
<http://ec.europa.eu/commission_barroso/reding/docs/speeches/2009/strasbourg-20090203.pdf>.

39 M. Horten, GPrivacy watchdog condemns traffic data amendmentO(2009, February 19).
<http://www.iptegrity.com/index.php?option=com_content& task=view& id=257& Itemid=9>.

160 Carter et al., supra note 145 pp. 36-37.

161 ¢ B. Goldfarb, OAccess to Broadband NetworksO(2006, June 29)
<http://www.ipmall.info/hosted_resources/crs/RL33496_060629.pdf>.

162 M. Reardon, GFAQ: What is Brand X really about?0(2005, June 27) <http:/news.cnet.com/FAQ-What-is-
Brand-X-really-about/2100-1034 _3-5764187.html>.
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result, in 2005United States Supreme Court ruled that cable companies, unlike telephone
provides, were notrequired by law to resell or share thar infrastructure with third party
retailers.*®

[269]However, in Augug 2005the Federal CommunicationsCommission (FCC) adopied a
Broadband Policy Statement which applied to cable, DSL, and other broadband
providers.'®* Althoughthe statement does not have the weight of an enforceable FCC rule,
the Commissionindicated tha it would incorporate the statement into future policymaking.
Stating that the GCommission has a duty to preserve and promote the vibrant and open
character of theinternet as thetelecommunicationsmarketplace enters the broadband
age 3% the FCC adopied thefollowing four prindples:

[270]To encourage broadband deployment and preserve and promote the open and
interconnected nature of the public internet, conumers are entitled to access the lawful
internet content of ther choice.

[271]To encourage broadband deployment and preserve and promote the open and
interconnected naure of the public interngt, consumers are entitled to run applicationsand
use services of thar choice, subject to theneedsof law enforcement.

[272] To encourage broadband deployment and preserve and promote the open and
interconnected nature of the public internet, conumers are entitled to connect thar choice
of legd devicestha donot ham thenegwork.

[273] To encourage broadband deployment and preserve and promote the open and
interconnected nature of the public interngt, consumers are entitled to competition among
network providers, application and service providers, and content providers.*®

[274]In afoomote, the FCC offered thequdification tha Call of these prindiples are subject to
reasonable network management.3%’

163 T, Glanzer, Qnpacking the Brand X DecisionOTMCnews (2005, June 27)
<http://www .tmcnet.com/usubmit/2005/jun/1158573.htm>.

164 Federal Communications Commission, In the Matters of: Appropriate Framework for Broadband Access to the
Internet over Wireline Facilities, Review of Regulatory Requirements for Incumbent LEC Broadband
Telecommuni cations Services; Computer |11 Further Remand Proceedings: Bell Operating Company Provision of
Enhanced Services; 1998 Biennial Regulatory Review BReview of Computer 111 and ONA Safeguards and
Requirements; Inquiry Concerning High-Speed Access to the Internet Over Cable and Other Facilities; Internet
Over Cable Declaratory Ruling; and Appropriate Regulatory Treatment for Broadband Access to the Internet
Over Cable Facilities[Policy Statement]. CC Docket No. 02-33; CC Docket No. 01-337; CC Docket Nos. 95-20,
98-10; GN Docket No. 00-185; CS Docket No. 02-52 (adopted: August 5, 2005; 20 FCC Rcd at 14988,
<http://fjallfoss.fcc.gov/edocs public/attachmatch/FCC-05-151A1.pdf>.
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[275]Rather than drafting rules which reflected the Broadband Policy Statement, the FCC
ingead trandormed it into an enforceable standard throughan adjudicatory process
involving the largest cable company in the United States, Comcast.

[276]Comcast isthe secondlargest internet service provider in the United States, with over 14.7
million subcribersto its cable internet service.®® In 2007, several media outlets, induding
the Assodated Press, reported tha Comcast had been preventing its subscribers from usng
peer-to-peer technology to legdly share files online.'® A subsquent investigation by the
Electronic Frontier Foundadionrevealed tha Comcast actively interfered with P2Ptraffic
by masquerading as a usersOcomputer and resetting the connection between the Comcast
user(8 computer and the computer of thefile recipient.”® Comcast subscribers had not been
informed aboutthis practise.*™

[277]Comcast initially denied interfering with Bit Torrent traffic, then stated that downloads
were not hampered, which thoughtechnically accurate was likely misleading. Comcast
then stated tha P2Ptraffic was Qld ayedOrather than blocked, a technical andogy tha
many consdered inaccurate.!” In November 2007, Comcast vice president of opeations
and technical suppot, Mitch Bowling, issued a statement judifying interference with P2P
traffic as soundnework management:

[278]We have aresponsbility to provideal of our cugsomers with a goodinternet experience
and we use thelatest technologies to manage our network so tha they can continueto
enjoy these applications During periodsof heavy peer-to-peer congestion, which can
degradethe experience for all cugomers, we use several nework management
technologies that, when necessary, enable usto ddayN notblockN some peer-to-peer
traffic.'"

[279]According to Carter et al., Comcast@ network infrastructure was not designed to carry the
large volumes of updream traffic essential to Bit Torrent.*”* The Comcast network used a
single router at the cable headend to control trangmissionin the downgream direction.
While this allowed adequate traffic management for downloads upgream management
was much more difficult, as many cable modems, not necessarily unde Comcast's control,

168 A . Goldman, Orop 23 U.S. ISPs by Subscriber: Q3 200801 SP Planet (2008, December 2) <http://www.isp-
planet.com/research/rankings/usa.html>.

189 b svensson, GComcast blocks some Internet traffic: Tests confirm data discrimination by number 2 U.S. service
providerO(2007) < http://www.msnbc.msn.com/id/21376597/>.

170’5 schoen, CEFF tests agree with AP: Comcast is forging packets to interfere with user trafficO(2007, October
19) <http://www.eff.org/deeplinks/2007/10/eff- tests-agree-ap-comcast-forging-packets-to-interfere>.

7! Carter et al., supra note 145 p. 25.

172 Carter et al., supra note 145 pp. 25-26.

3 M. Robuck, GComcast customer sues company for allegedly blocking file sharingO(2007, November 16)
<http://www.cedmagazine.com/Comcast-customer-sues-company-for-allegedly-blocking-file-sharing.aspx>.

174 Carter et al., supra note 145 p. 26.
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competed for limited bandwidth. Comcast@ approach was to reset peer-to-peer connestions
a set number of times over approximately ten minutes, after which the network would
dlow thetranger.'”

[280]In November 2007, mediareform organization Free Press filed a complaint with the FCC
agang Comceast, asking the Commission to rule Qha an Internet service provider violates
the FCC@ Internet Policy Statement when it intentiondly degrades atargeted Internet
application 3" Separately, P2Pvideo distributor Vuze filed a petition asking the
Commission Qo adoptreasonable rules tha would prevent the network opeators from
engaging in practices tha discriminae agang particular Internet applications content or
technologies. 3"’

[281]In the subsequent proceeding, the FCC focused ondetermining whether the degree to
which Comcast@® actionswere Qeasonable network management practices,Oasking the | SP
whether such practices had been Qarefully tailored to itsinterest in easing network
congestion 3’ In Augug 2008 the Commission ruled that thetraffic management
techniques the ISP had used Presetting TCP connectionswithoutregard to network traffic
load Bwere unreasonable. Asfor alterndive and reasonable remedies, the FCC
recommendead tha Comcast use per-user bandwidth capsand fees for high levels of traffic.

[282] The Commission did not rule on Comeast@ failure to nofify its cusomers of itstraffic
management practices. However, it ordered Comcast to disclose to the Commissioniits
network management practices and inform the puldic of details of itsfuture network
management practices.*”®

[283] At thistime, the FCC has no detailed rules concerning traffic management. In its Comcast
ruling, the FCC announed its intention to deal with future traffic management issueson a
case-by-case basis.

[284]While Comcast is currently appealing the FCC ruling *° it implemented a set of Cprotocol-
agnogticOtraffic management techniques in December 2008*! Comcast describes these
techniquesin its September 19th 2008compliance filing to the FCC as follows:

75 Carter et al., supra note 145 p. 27.

178 Free Press and Public Knowledge, GFormal Complaint of Free Press and Public K nowledge against Comcast
Corporation for Secretly Degrading Peer-to-Peer ApplicationsO(2007, November 1) File No. EB-08-1H-1518.

7\ uze, Inc., CPetition to Establish Rules Governing Network Management Practices by Broadband Network
Operators of Vuze, Inc.0(2007, November 14) Broadband Industry Practices. WC Docket No. 07-52.

178 Carter et al., supra note 145 p. 47.

7 Carter et al., supra note 145 p. 48.

180 0, Malik, GComcast to Appeal FCC Network Management OrderO(2008, September 4),
<http://gigaom.com/2008/09/04/comcast-to-appeal - f cc-network-management-order/>.

181 5, Fisher, GComcast finalizes its network management strategyO(2008, September 22),
<http://www .betanews.com/article/Comcast_finalizes its network_management_strategy/1222122139>.
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a. Softwareingalled in the Comcast network continuoudy examines aggregae
traffic-usage data for individud segments of Comcast@ HSI [high-speed Internet]
network. If overall upgream or downdream usageon a particular segment of
Comcast@ HSI network reaches a predetermined level, the software moves onto
step two.

b. At step two, the software examines bandwidth usage daa for subcribersin the
affected network segment to determinewhich sub<ribersare usng a
dispropottionae share of the bandwidth. If the software determines tha a
paticular subgriber or subscribers have been the source of high volumes of
network traffic during arecent period of minutes, traffic originaing fromtha
subgcriber or those sub<cribers temporarily will beassigned alower-priority
status

c. Duringthetime asubsribe@ traffic is assigned the lower-priority status such
traffic will notbeddayed so longas the nework segment is not actudly
congested. If, however, the nework segment becomes congested, such traffic
could beddayed.

d. Thesubsriber@traffic returnsto normal-priority statusonce his or her bandwidth
usage dropsbdow a set threshold over a particular time interval .*#2

[285]In order to implement these new techniques, Comcast indicated tha new congestion
management hardware and software would be purchased and deployed near the Regiond
Network Routers (RNR), sitting between cusomersQcable modems and Comeast® internet
backbone'® Comcast also planned to send new software ingructionsto cusomersCcable
modds which would providefor two Qudity of Service (QoS) levelsfor interngt access. a
QoriorityO(PBE) level, the default for all users, and a (best effortO(BE) level, which would
limit themodem@ bandwidth use.®* Simply put, PBE traffic was to be prioritized over BE,
athoughBE users would still retain network conrectivity. In practical terms, Comcast
stated that Gauser whose traffic isin a BE state during actua congestion may find tha a
webpageloadsduggishly, a peer-to-peer upload takes somewhat longe to complete, or a
VolP call soundschoppyO*®

[286]A cugtomer@ cable modem would be switched to the BE state only when two conditions
were met: the | SP@ headend cable modan termination system (CMTS) was at a Qhear

182 Comcast@ Network Management Policy, Attachment B: Description of Planned Network Management Practices
to be Deployed Following the Termination of Current Practices (2008) Report to the Federal Communications
Commission, <http://www.comcast.net/terms/network> at pp. 2-3.

183 hid., at pp. 3-5.

8 hid.,. at, p. 6.

185 1hid., at p. 13.
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congestion stateO(as defined by Comcast), and the subscriber was Gnaking a significant
contribution to the bandwidth usage on the particular port, as measured over a paticular
period of time.3® Bandwidth consumption was to bechecked at regular intervals, andif it
wereto fall bdow a paticular threshold, the modem would be switched from the BE state
back to the PBE state.*®’

[287]In its compliance submission to the FCC, Comcast provides detailed information
concerning specific hardware and software to be used, system implementation and
configuration, the effect of the system on usersCbroadband experience, and thresholdsfor
determining when auser isin an extended high consumption state, and when aCMTS port
iSin anear congestion state.

[288]Regulatory neglect of interne traffic management in Canadahas had a significant adverse
effect on Canadian internet users as well as onthehealth of the Canadian
telecommunicationsnetwork generally. A review of initiatives and approachesin other
jurisdictionsprovides guidance for how to approach thisissuein Canada It is particularly
telling that al three jurisdictionstha we reviewed, each with quite different traditionsof
telecommunicationslegidation and regulation, are arriving at a sSimilar destinaion, though
throughquite different routes.

[289]A particularly informative approach is tha of the Japanese government, which conaeives
of internet traffic management as a component in abroader, multi-year
telecommunicationsstrategy. The Ministry of Internd Affairs and Communicationssees
broadband competition as a key component in consumer choice, and has worked closely
with the ISP indudry to create a framework for acceptable traffic management. While this
isvery much in thetradition of Japanese indugria policy, asimilar holistic approach in
Canadais notout of thequestion. At thevery least, it isincumbent onthe Commission to
provide, or facilitate the creation of, clear and complete traffic management rules as the
Japanese regulator has soughtto do.

[290] Thisis much preferable to the approach of the FCC, which has up to this point indicated
tha such issues will bedealt with on a case-by-case basis.

[291]The U.S. approach also suffers as aresult of thelack of clear regulatory authority over
internet service providers: the FCC( authority to impose traffic management rules on 1 SPs

188 1hid., at pp. 6-8.
87 1bid., at pp. 10-11.
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is based on a broadly-worded Policy Statement rather than clear legidative authority. In
contrast, the CRTC has clear legidative authority unde the TelecommunicationsAct to
step in and establish limits, standards etc. for internet traffic management by Canadian
ISPs. Itissomewhat ironic tha the FCC with its statutory limitationshas accomplished
more in thisrespect than hasthe CRTC. In any case, the CRTC should exercise its
legidative mandae and authority by establishing clear, enforceable rules for internet traffic
management; it need notlimit itself to (oolicy statementsO

[292]In Japan, limiting of bandwidth mug only beused in exceptiond circumstances, after
bandwidth has been increased onthenework. Treating Traffic Interference as alast
resort is an appropriate approach everywhere, indudingin Canada However, the
chdlengein Canadaisto do so in such away asto minimize interference with market
forces. This can bedoneby creatingincentives viaregulation tha are missing in the
marketplace Pi.e., creating incentives for ISPsto invest in capecity rather than Traffic
Interference in order to handle ever-growingtraffic. Asargued above such incentives can
be created by a combinaion of:

a. public disclosure of oversub<criptionratiosand utilization rates based on
standadized measurements; and

b. clear regulatory limits onthetypes of traffic management practices tha are
permissible in Canada

[293] The Commission should carefully congder the state of internet traffic managementin the
United States. TheUS s an ISP market tha, like Canada, has significant geographical
chdlenges andis domnated by cable and telephore | SP duopoles, while arguably subject
to atelecommunicationsregulatory regime which is more resistant to concernsabout
traffic discrimination then Canada Nondhdess, the FCC hasforcefully applied a
reasonableness test to | SP traffic management practices, stating that application-based
throttlingis Qliscriminaory and arbitraryOand does not conditute Geasonable network
managementO188 The application-agnosic practices that have been putinto place
continueto allow Comcast to managetraffic, while protecting consumersOaccess to the
internd.

188 Federal Communications Commission, Memorandum Opinion and Order, In the Matters of Formal Complaint of
Free Press and Public Knowledge Against Comcast Corporation for Secretly Degrading Peer-to-Peer
Applications Broadband Industry Practices Petition of Free Press et al. for Declaratory Ruling that Degrading
an Internet Application Violates the FCC& Internet Policy Statement and Does Not Meet an Exception for
CReasonable Network Management (2008, August 20) WC Docket No. 07-52, at page 1.
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[294]We bdieve the Comcast case provides a clear indication tha thetraffic management
techniques used by Bell and other Canadian |SPs are unnecessarily intrusve, ineficient
and contrary to both the spirit and theletter of Canadian telecommunicationslegidation. If
Comcast( practices were contrary to US regulation, it is very difficult to imagetha Bell3
similar practices are nota violation of Canadian telecommunicationslaw, which clearly
forbidsunfair discriminaion and undueor urreasonéable preferences.

[295]While network management practices vary across Europe many |SPs, such as the United
Kingdon@ Virgin Media, engagein application-agnosic management.189 Thereis no
indication from any of these jurisdictionstha application-agnogic techniques limit an
| SP@ ability to adequately managethedr network.

v) Do not pemit privacy-invasive trafficmanagement techniques such as DPI

[296]I1t isalso clear that the use of degp packet ingpection and similar technologies, which may
violate privacy laws in many counties, is not necessary to manageinterne traffic. The
Japanese traffic management guiddineclearly forbidsthe use of DPI, and thereisno
reason why Canadian | SPs cannot managetraffic successfully withoutresort to such
privacy-invasive Traffic Interference.

vi) Recognize that Throttling Undermines Competition and Choice

[297]Both Japan and Europeemphasi ze the importance of competition to protecting consumer
rights. Choice is severely limited when an upgream ISP throttles traffic for its wholesale
cugomers. In Europe it appears tha | SPs mug notonly inform their wholesale cusomers
aboutthdr traffic management practices, but mug provide as close to a GranillaOservice as
possible.

vii)  Require publicdisclosure of ISP Congestion and Traffic Management
Pradices

[298]Broadband cusomers cannotmake informed choices aboutwhich ISP will best serve ther
needswithoutaccurate and complete information concerning the 1SPG congestion ratios
and traffic management practices. In al three jurisdictions we foundclear and accessible
public statements from | SPs detailing thar internet traffic management practices. In Japan
and the United States, this has been required by regulators. In Europe we foundthe
practice to be common, and it islikely to required soonby European Union law. The
following statements, detailed and written in plain languaye, are useful examples:

18 virgin Medialnc., O/irgin Media Broadband: Traffic ManagementO(2008),
<http://dlyours.virginmedia.com/html/internet/traffic.html>.
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a. Comcast Broadband, Frequently Asked Questionsabout Network Management:
http://hdp.comcast.net/content/fag/Frequently-A sked-Questionsabout Network-
Management

b. Virgin Media, Broadband Traffic Management Statement:
http://alyours.virginmedia.convhtml/internet/traffic.html

[299]Implicit in this trangparency isthe necessity for ISPsto provideobijective, verifiable daato
judify traffic management practices. Agan, thisisrequired generaly in Japan and to some
extent by Comcast in the US. However, therequirementsin other jurisdictionsmay notgo
far enough:as argued above Canadian 1SPs should berequired to disclose publicly ther
oversub<ription ratiosas well as utilization rates and queuing dday databased on
standardized measurements. Such disclosure will create a powerful incentive for ISPs to
invest in capecity and compete on service, to the benefit of all.

[300]Findly, thethrottling of peer-to-peer traffic in Canadais out of step with other countiesO
effortsto utilize P2P for thedistribution of content. In addition to mandaing the creation
of a Guiddinefor Packet Shapingin 2008 the Japanese Ministry of Internd Affairsand
Communication also spon®red a public-private patnership to study the use of peer-to-peer
technology for media distribution. Othea counties consder peer-to-peer technology to bea
legitimate form of media distributon, and it is detrimental to Canadian broadcasters and
creators to alow thisform of distributionto becrippled.

*** END OF DOCUMENT***
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